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PREFACE

Getting the Deal Through is delighted to publish the fourth edition 
of Cybersecurity, which is available in print, as an e-book and online at 
www.gettingthedealthrough.com.

Getting the Deal Through provides international expert analysis in 
key areas of law, practice and regulation for corporate counsel, cross-
border legal practitioners, and company directors and officers. 

Throughout this edition, and following the unique Getting the Deal 
Through format, the same key questions are answered by leading 
practitioners in each of the jurisdictions featured. Our coverage this 
year includes new chapters on Australia, Italy, Philippines, Spain, 
Turkey and Ukraine.

Getting the Deal Through titles are published annually in print. 
Please ensure you are referring to the latest edition or to the online 
version at www.gettingthedealthrough.com.

Every effort has been made to cover all matters of concern to 
readers. However, specific legal advice should always be sought from 
experienced local advisers. 

Getting the Deal Through gratefully acknowledges the efforts of all 
the contributors to this volume, who were chosen for their recognised 
expertise. We also extend special thanks to the contributing editors, 
Benjamin A Powell and Jason C Chipman of Wilmer Cutler Pickering 
Hale and Dorr LLP, for their continued assistance with this volume.

London
January 2018

Preface
Cybersecurity 2018
Fourth edition
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England & Wales
Michael Drury and Julian Hayes
BCL Solicitors LLP

Legal framework 

1 Summarise the main statutes and regulations that promote 
cybersecurity. Does your jurisdiction have dedicated 
cybersecurity laws? 

There is no dedicated comprehensive cybersecurity law as such in 
England and Wales. Rather, there are numerous statute-based laws, 
underpinned by the common law, which do the following:
• criminalise unauthorised interference with computers, including 

where the intention is to commit other crimes by means of access-
ing computers, altering computer programs or producing ‘hacking 
tools’, or where the result is one of serious damage to the econ-
omy, environment, national security or human welfare, or where 
there is a significant risk thereof (the Computer Misuse Act 1990 
(CMA), as amended by the Serious Crime Act 2015 (SCA));

• criminalise the interception of communications, including com-
munications sent or received by computers (the Regulation of 
Investigatory Powers Act 2000 Part 1 (RIPA)), noting that the RIPA 
scheme will be replaced by and large by the Investigatory Powers 
Act 2016 (IPA), which received Royal Assent in November 2016 
and is gradually being brought into force;

• impose obligations to protect personal data (rather than data more 
generally) by the application of security measures (currently by 
the Data Protection Act 1998 (DPA), especially within Schedule 1, 
but from 25 May 2018 by the General Data Protection Regulation 
(GDPR)). The Eight Data Protection Principles in the DPA stipu-
late that the data is to be (i) used fairly and lawfully; (ii) used for 
limited and specifically stated purposes; (iii) used in a way that 
is adequate, relevant and not excessive; (iv) accurate; (v) kept for 
no longer than is absolutely necessary; (vi) handled according to 
people’s data protection rights; (vii) kept safe and secure; and (viii) 
adequately protected if transferred to a country or territory out-
side of the European Economic Area. A breach of the obligation 
to keep data secure gives rise to potential criminal sanction, and 
civil financial penalties can be imposed on the data controller by 
the Information Commissioner, the UK public official responsible 
for policing the protection of personal data. Civil remedies are 
also available to data subjects where there has been a breach of 
the requirements of the DPA, including where processing by the 
person controlling the personal data is done in a manner causing, 
or likely to cause, substantial damage to the data subject;

• criminalise actions amounting to fraud (Fraud Act 2006 (FA)) and 
infringing intellectual property rights (Copyright, Designs and 
Patents Act 1988); and

• give rise to actions under the common law, in particular, the tort of 
negligence, where, if insufficient steps are taken to protect data or 
information held electronically, the person responsible for loss of 
the data could be held liable in civil law.

It is important to note that significant changes will be brought about 
by the implementation of the GDPR and the Network and Information 
Security Directive agreed by the EU institutions in December 2015 
(see question 3 and Update and trends).

In order to ensure that English law reflects the GDPR after Brexit, 
on 13 September 2017, the UK government introduced into Parliament 
the draft Data Protection Bill, which aims, among other things, to 

maintain EU–UK data flows. The intention is for the law to be in force 
on 25 May 2018, which is when the GDPR comes into force. See ques-
tion 3 for further detail on the Data Protection Bill.

Aside from emphasising in policy the benefits of good cyber-
security, English law predominantly seeks to encourage cybersecurity 
by punishing breaches (notably in failures by ‘data controllers’ to keep 
personal data secure) rather than by reward. 

Acts that would otherwise be considered breaches of law are made 
lawful where conducted by state agencies principally in the interests 
of national security, and for the prevention and detection of serious 
crime, in accordance with the authorisation regimes established under 
RIPA, the Police Act 1997 and the Intelligence Services Act 1994. This 
scheme will be replaced by the IPA scheme, which purports to provide 
more transparent state powers in the electronic surveillance field.

Parliament has not legislated to promote cybersecurity as such, 
and the offences described have been created in a rather piecemeal 
fashion. The UK government has approached cybersecurity issues by 
seeking to develop awareness, both in the business sector and among 
the public more generally, to enhance cybersecurity safeguards 
against, and mitigate the risks of, cyberattacks. In a speech made on  
1 November 2016,  the Chancellor of the Exchequer, Philip Hammond, 
spoke of the renewal of the five-year National Cyber Security Strategy, 
which contains three core pillars: to defend, to deter and to develop. 
The strategy is underpinned by £1.9 billion of transformational invest-
ment and is supported by the National Cyber Security Centre (NCSC), 
based in central London. The NCSC, which in October 2017 cel-
ebrated its first anniversary, subsumed CERT UK and provides next-
generation cybersecurity -incident management. When businesses, 
government bodies or academic organisations report a significant inci-
dent, the NCSC is in a position to bring together and rapidly deploy the 
full range of technical skills from across government and beyond. The 
NCSC also works with law enforcement, helps mitigate the impact and 
seeks to repair the damage of incidents, and assists in the identifica-
tion and prosecution of those responsible.

The NCSC’s achievements in its first year of operation include:
 • launching the Active Cyber Defence programme, which blocks 

tens of millions of attacks every week and has reduced the average 
time a phishing site is online from 27 hours to one hour;

• leading the UK response to the global WannaCry incident, which 
affected 47 NHS trusts, including by providing vital assistance and 
reassurance to those affected; and 

• working with more than 50 countries across five continents, 
including signing NATO’s groundbreaking memorandum of 
understanding on cyber defence in October 2016.

The CMA, the principal statute implementing the Budapest 
Convention on Cybercrime, provides that a person is guilty of an 
offence if:
• he or she causes a computer to perform any function with the 

intent to secure access to any program or data held in a computer, 
or to enable any such access to be secured; 

• he or she intends to secure, or enable to be secured, unauthorised 
access; and 

• he or she is aware at the time of causing the computer to perform 
the function that the access is unauthorised. 
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Such offences are punishable by imprisonment, some carrying a maxi-
mum sentence of life imprisonment where the attack causes or creates a 
significant risk of serious damage to human welfare or national security. 

Securing access to a computer or program encompasses many dif-
ferent actions. ‘Computer’ is not defined in the CMA. Access is said to 
be unauthorised if made by a person other than one who has responsi-
bility for the computer and is entitled to determine whether the act may 
be done, or is done without the consent of such a person. What con-
stitutes consent in the cyberworld may be open to argument, but the 
courts are anxious to limit what might be so regarded. For example, the 
English Court of Appeal has determined that a distributed denial of ser-
vice (DDoS) attack constitutes an action made without consent, despite 
the suggestion that a computer is designed to receive communications.

The CMA creates further offences where unauthorised access is 
sought with a view to committing other offences, for example, theft or 
fraud, or to impair the operation of a computer, which would include 
the implanting of viruses or spyware and DDoS attacks. In such cases, 
penalties are higher, in the latter case up to 10 years’ imprisonment. The 
CMA also criminalises the obtaining, making, adapting, supplying or 
offering of articles to be used in committing the CMA.

The DPA, which implements the soon to be superseded EU Data 
Protection Directive (95/46/EC), requires data controllers to meet the 
following standard as far as data security is concerned: ‘appropriate 
technical and organisational measures shall be taken against unau-
thorised or unlawful processing of personal data and against acciden-
tal loss or destruction of, or damage to, personal data’ (Seventh Data 
Protection Principle, Schedule 1 DPA). In essence, an organisation must 
take steps to prevent unauthorised access, as well as accidental loss or 
damage. Failure to meet these standards can lead to a civil penalty or a 
criminal sanction (sections 55A and 55 DPA, respectively).

Other criminal offences are dealt with under the relevant questions 
below.

2 Which sectors of the economy are most affected by 
cybersecurity laws and regulations in your jurisdiction? 

Cybersecurity laws and regulations affect all businesses and organi-
sations that process and control data. The DPA applies specifically to 
personal data, namely, data from which a living person can be identi-
fied. As such, cybersecurity laws and regulations affect all sectors of the 
economy.

Presently, there are no specific sectoral laws (except, to some 
extent, for the providers of public communications services; see ques-
tion 3), but businesses of any size will have to meet the DPA require-
ments to the extent that they process personal data (and virtually all will 
do so). Government guidance and publicity was traditionally directed 
towards the defence sector but is now addressed to all businesses and 
sectors because of the pervasive nature of the threats. Guidance, which 
is extensive and frequently published, and compliance standards tend 
to be structured around the types of attacks, rather than the industries 
attacked. There are some examples of sectoral guidance, for example, 
the Payment Card Industry Data Security Standard (PCI DSS) must 
be complied with by all organisations that accept, store, transmit or 
process cardholder data, to decrease payment card fraud. There is no 
data to suggest that any sector is doing much better than any other. The 
finance sector, where there is an obvious risk of fraud, may be thought 
to have considered these matters for longer and in greater depth than 
others. The 2016 PwC Global Economic Crime Survey cited cybercrime 
as the second most reported economic crime, affecting 32 per cent of 
organisations. The same survey noted that most organisations are inad-
equately prepared for cyberattacks, with only 37 per cent having a basic 
cyber incident response plan in place.

Professional regulators are increasingly engaged in the participa-
tion of cybersecurity initiatives, at times embedding national strate-
gies and guidance into their own regulatory guidance. The Solicitors 
Regulation Authority, for example, has encouraged the use of the gov-
ernment’s ‘10 Steps to Cyber Security’.

Failure to protect data adequately may give rise to breaches of 
regulatory requirements more generally. For example, the Financial 
Conduct Authority (FCA) has levied penalties for data breaches where 
they have been found to constitute breaches of FCA Principle 3 to ‘take 
reasonable care to organise and control its affairs responsibly and 
effectively, with adequate risk management systems’ by failing either 
to take reasonable care to establish and maintain systems and controls 

appropriate to the business, or to counter the risk that a business might 
be used to further financial crime. Notably, in October 2017, the FCA 
launched an investigation into Equifax over its handling of a large-scale 
breach of personal data. Equifax admitted that a file containing 15.2 mil-
lion UK records dated between 2011 and 2016 had been exposed as a 
result of the breach. The FCA could potentially issue a significant fine or 
even revoke US-based Equifax’s right to operate in the UK. 

3 Has your jurisdiction adopted any international standards 
related to cybersecurity?

The European Union has, and continues to have, a key role in setting 
standards for the UK.

First, Directive 95/46/EC was designed to protect the privacy of all 
personal data collected for, or about, citizens of the EU. This has been 
given effect in England and Wales by the DPA and affects any organisa-
tion that collects or processes personal data (see question 1).

Second, Directive 2013/40/EU on attacks against information 
systems aimed to create a unified approach to the types of and punish-
ments for cyber offences through the EU. The Directive was given effect 
in the UK by the SCA, which amended the CMA to include new offences 
and extend existing offences, and increased the maximum penalty for 
some cyber offences to life imprisonment. 

Most recently, the EU has been promoting the European 
Commission’s Cyber Security Strategy of 2013. Of the greatest sig-
nificance, on 15 December 2015, the EU Parliament, Council and 
Commission agreed to the text of the long-anticipated GDPR. This 
regulation was adopted on 27 April 2016 and will be implemented on 
25 May 2018 at the latest, after a two-year transition period. Despite 
Brexit, the government has confirmed that the GDPR will enter into 
force in the UK, and legislation is currently passing through Parliament 
to facilitate this. On 7 December 2015, the EU had agreed the Network 
and Information Security Directive, the first EU-wide legislation on 
cybersecurity in a directive with measures to ensure a high common 
level of network and information security. In addition, a third measure, 
a directive concerning data protection in the field of law enforcement, 
which seeks to maintain the protection of individuals where their data 
is processed for prevention, detection, investigation and prosecution of 
crime or to safeguard against and prevent threats to public security, has 
also been agreed by the institutions.

The GDPR is the most prescriptive of its kind, and will generally 
apply to all data controllers and processors established in the EU and 
processing personal data of subjects who are in the EU. Several of its 
key provisions should be noted in the cybersecurity context. The first is 
a uniform requirement for notification of security breaches. The effects 
of the requirement for telecommunications providers to notify the 
supervisory authority of any actual breaches without undue delay under 
EU Regulation No. 2013/611/EU will apply under the new Regulation, 
albeit to a much wider range of organisations. In addition, there is also 
a requirement to notify the affected data subjects if a breach is likely to 
result in a high risk to the rights and freedoms of individuals, unless the 
organisation had applied appropriate security measures either before 
or after the breach to counteract this high risk effectively. Second, the 
GDPR affects both data controllers and data processors. In relation to 
the latter, it sets out clear obligations that include the responsibility to 
implement technical and organisational security measures, appropriate 
to the specific risks that are present. It also includes a requirement to 
assist data controllers in any data subject access requests, thus facili-
tating individuals’ access to their personal data. The Regulation further 
sets out clear provisions for the transfer of data, which is possible with 
adequate consent, when based on model clauses, or pursuant to an 
approved code of conduct or an approved certification. The Regulation 
specifies how consent can be obtained properly and, for the first time, 
identifies the age of consent in relation to the processing of personal 
data, which by default is 16 years, unless a member state legislates to 
allow consent from people as young as 13.

The GDPR sets out detailed rights of individuals in relation to data 
processing, which includes the right to access your personal data, the 
right to rectification and the right to erasure of information where, for 
instance, the information is no longer necessary or consent has been 
withdrawn and there is no other legal ground. Other rights include 
the right to data portability, that is, to receive your personal data in a 
structured and commonly used format, the right to transmit this data to 
another controller and the right to object to the processing of personal 

© Law Business Research 2017



ENGLAND & WALES BCL Solicitors LLP

30 Getting the Deal Through – Cybersecurity 2018

data. The scope of these rights can still be restricted on a wide range of 
grounds, including where there is a need to safeguard national security, 
defence and public security, for the purpose of preventing, investigat-
ing, detecting or prosecuting crime or breach of ethics for regulated 
professions and for the enforcement of civil claims. Violations of the 
core principle of the Regulation can result in fines of up to 4 per cent 
of the organisation’s annual worldwide turnover, or a maximum of €20 
million (whichever is highest). 

On 13 September 2017, the UK government introduced into 
Parliament a draft Data Protection Bill. The Bill meets the dual aims of 
seeking to ensure that there is an extant data protection law mirroring 
the EU law on the date of Brexit and that, after Brexit, the law will be 
fit for purpose to allow unimpeded cross-border data transfers. It also 
seeks to clarify in terms of national law, but does not define, concepts 
that are central to the operation of the GDPR, but are not, as it appears 
from the perspective of the UK government, adequately established or 
dealt with on the face of the GDPR. Given the nature of the other chal-
lenges, it may be assumed that data transfers are going to be the subject 
of far greater complexity than would appear to be the case simply on 
the face of the Bill. The Network and Information Security Directive 
(the Cybersecurity Directive) is primarily concerned with enhancing 
national cybersecurity capabilities, improving cooperation and apply-
ing security and notification requirements, both for operators of essen-
tial services and for digital service providers. Under the Cybersecurity 
Directive, member states must adopt a national network and infor-
mation security strategy in line with EU law and designate a national 
supervisory authority and computer security incident response teams 
to handle risks and incidents. In terms of cooperation, an EU-wide 
‘Cooperation Group’ will be established in order to facilitate coopera-
tion and information-sharing between member states. Both operators 
of essential services and digital service providers will be under an obli-
gation to notify security incidents to the relevant national supervisory 
authority; the inevitable national differences in notification obligation 
remain to be identified. To a certain extent, the Directive leaves the 
precise definition of ‘operators of essential services’ and ‘digital service 
platforms’, such as e-commerce platforms, search engines and cloud 
services, to the discretion of member states. The UK government has 
recently issued a public consultation paper that seeks views from indus-
try, regulators and other interested parties on the government’s plans 
to transpose the Directive into UK legislation. It sets out the govern-
ment’s proposed transposition approach and asks a series of questions 
on a range of detailed policy issues (www.gov.uk/government/consul-
tations/consultation-on-the-security-of-network-and-information-
systems-directive).

The International Organization for Standardization’s (ISO) 
27001:2013 sets out standards, including requirements for the assess-
ment and treatment of risks tailored to the needs of an organisation, 
as well as generic requirements applicable to all organisations. It 
includes standards of leadership and commitment to information secu-
rity management by senior management, requirements for planning 
action, implementation and evaluation, and sets out requirements for 
resources, competence and awareness as well as proper communica-
tion and documentation of arising issues. ISO 27000:2016 provides an 
overview of information security management systems, and terms and 
definitions commonly used in the Information Security Management 
System family of standards. This international standard is applicable to 
all types and sizes of organisation.

The ISO has not been formally adopted as a legal requirement to 
meet government standards, and is, in fact, insufficient to meet the 
‘UK Cyber Essential and Cyber Essentials PLUS’ certificates (see ques-
tion 13). The Cyber Essentials scheme does, however, recommend the 
ISO to executive management, as supporting standards in addition to 
its own. Further, although there has been no formal adoption of these 
standards, if an organisation does adopt and apply them to its data 
operations, this would give comfort that in the event of a civil suit, civil 
penalty, or even in the event of a prosecution for a DPA offence; the 
organisation should be able to advance an arguable defence.

At present, aside from the general standards, in the information 
communication technology (ICT) context, the Privacy and Electronic 
Communications (EC Directive) Regulations 2003 (PECR), implement-
ing Directive 2002/58/EC, imposes obligations on a provider of public 
electronic communications services to take appropriate technical and 
organisational measures to safeguard the security of that service. The 

law does not seek to impose a standard as such: a measure shall only 
be taken to be appropriate if, having regard to the state of technologi-
cal developments and the cost of implementation, it is proportionate 
to the risks against which it would safeguard. Administrative financial 
penalties can be imposed for breaches of the regulation (but they have 
so far been confined to marketing breaches with which the Regulations 
are also concerned). Directive 2002/58/EC and, thus, the PECR will be 
reviewed once the GDPR has been implemented.

4 What are the obligations of responsible personnel and 
directors to keep informed about the adequacy of the 
organisation’s protection of networks and data, and how may 
they be held responsible for inadequate cybersecurity?

Responsible personnel and directors have the normal obligations to act 
in the interests of the corporate bodies whom they represent in accord-
ance with the law (as embodied in the DPA, as well as the Companies 
Act 2006 and elsewhere). For instance, pursuant to section 174 of the 
Companies Act 2006, a company director is held to the standard of ‘a 
reasonably diligent person with . . . the general knowledge, skill and 
experience that may reasonably be expected of a person carrying out 
the functions carried out by the director in relation to the company’. 
This is an objective test, which sits alongside a subjective test of knowl-
edge, skill and experience. Personal liability could, therefore, follow 
in certain circumstances for breaches where it is found that directors 
failed to fulfil those standards. The DPA also provides for liability of 
directors and officers for certain offences committed with the consent 
of, or that are attributable to the negligence of, the director, unless all 
due diligence has been exercised. However, there is no specific law with 
regard to cybersecurity. Ultimately, data protection liability rests with 
the organisation in question. The new EU data protection requirements 
will add further layers of corporate responsibility.

5 How does your jurisdiction define cybersecurity and 
cybercrime? 

Cybersecurity and cybercrime are hard to define. Cybercrime, for 
example, could mean anything from an individual being targeted by 
an email scam to a state-sponsored attack against another state’s infra-
structure (or anything between these two extremes). There are no spe-
cific legal definitions for ‘cybersecurity’ and ‘cybercrime’; the thinking 
is certainly dominated by data protection concepts, but has now spread 
beyond that. The police define cybercrime as the use of any computer 
network for crime, and the National Crime Agency (NCA) defines it as 
any crime committed through the use of ICT. 

According to the NCA, the most common cyberthreats for busi-
nesses are hacking and DDoS attacks. For consumers, they are larger 
in number:
• phishing (eg, bogus emails asking for personal details or delivering 

harmful viruses);
• webcam management (taking over your webcam);
• file hijacking (hijacking files and holding them to ransom);
• keylogging (recording what you type on your keyboard);
• screenshot management (taking screenshots of your computer 

screen); and 
• ad clicking (directing a computer to click a specific link).

6 What are the minimum protective measures that 
organisations must implement to protect data and 
information technology systems from cyberthreats? 

There are no minimum protective measures as such, except for com-
pliance with the Seventh Data Protection principle or its equivalents. 
The threat to a government organisation is different to the threat to a 
large retail company, for example, and there is no ‘one size fits all’ blue-
print for dealing with threats. When dealing with cybercrime threats, 
each individual organisation should establish the source (a state or a 
rival company, for example) and motive for committing a crime against 
them and then take appropriate countermeasures. More specific stand-
ards may be applied, in particular, implementations of the general 
standard (see ISO 27001).

See question 3 for the minimum measures likely to be required as a 
consequence of the GDPR. 

See question 2 for reference to PCI DSS applied to cardholder data 
security.
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7 Does your jurisdiction have any laws or regulations that 
specifically address cyberthreats to intellectual property? 

While there are no specific laws or regulations addressing cyberthreats 
to intellectual property, these are addressed both by criminalising the 
way in which it would be unlawfully obtained and by criminalising the 
improper use of intellectual property. One would also have to consider 
civil liability.

The main purpose behind offences listed in question 1 may perhaps 
not have been to protect intellectual property, per se, but, in reality, 
obtaining intellectual property by means of cyberattack would be cov-
ered by many of the offences under the CMA and the FA, notably fraud 
by false representation, given that the offence covers any act whereby 
an individual dishonestly makes false representations in order to make 
a gain or cause a loss. This can include purporting to be the person to 
whom the data relates or belongs.

The use of the data that has been misappropriated will often also 
be criminal. Section 107 Copyright Designs and Patents Act 1988 estab-
lishes a range of offences committed by those who for commercial pur-
poses infringe copyright by making or dealing with infringing articles 
when they know or have reason to believe they are infringing. This is 
likely to catch individuals threatening intellectual property using cyber 
methodologies. The section is broad and encompasses a range of activ-
ity, including copying, distributing and, simply, communicating work 
to the public. Punishments for offences under this section vary in their 
maximum sentences, with the most severe offences carrying a maxi-
mum sentence of 10 years’ imprisonment and a fine.

8 Does your jurisdiction have any laws or regulations that 
specifically address cyberthreats to critical infrastructure or 
specific sectors? 

Cyberattacks that are directed against the critical national infrastruc-
ture will be criminal if they meet the tests set out in the CMA (see ques-
tion 1). Threats of this nature are also likely to represent threats to the 
UK’s national security and, as such, those making them are liable to 
come to the attention of the UK’s security and intelligence agencies and 
law enforcement authorities. We have recently seen the NCSC CEO 
reveal how Russia-based attacks tried to hack the UK’s National Grid 
system and penetrate major telecommunications companies, such as 
BT.

The SCA amended the CMA by creating an offence for persons to 
knowingly use a computer for an unauthorised purpose that causes or 
creates a significant risk of damage to human welfare, the environment, 
the economy and the national security of any country (section 3ZA 
CMA). The infrastructure and sectors which this law seeks to protect 
from ‘disruption’ include energy, fuel and water, in addition to commu-
nication and transport networks, and health services (section 3ZA(3)). 
Offences under this section where there is a significant risk of serious 
damage to human welfare or national security carry life-term prison 
sentences (section 3ZA(7)), and 14 years’ imprisonment for any other 
offence under this section.

The CMA provisions for extraterritorial jurisdiction have been 
extended by the SCA to provide a legal basis to prosecute if there is a 
‘significant link’ to the UK, for example, if the accused is in the UK at the 
time of the offence or if the affected computer is in the UK. Additionally, 
a UK national may also be prosecuted where there is no significant link 
to the UK, provided that the offence is an offence in the country where 
it took place (section 5 CMA, pursuant to article 12 of the EU Directive 
2013/40/EU on attacks against information systems).

9 Does your jurisdiction have any cybersecurity laws or 
regulations that specifically restrict sharing of cyberthreat 
information?

There is nothing restricting private entities from sharing cyberthreat 
information, subject to standard questions of confidentiality. In fact, 
the UK government actively encourages effective sharing in order to 
tackle cyberthreats and improve cybersecurity. The Cybersecurity 
Information Sharing Partnership (CiSP), was established as a joint 
industry–government initiative to share information about cyberthreats 
and vulnerabilities. It includes members across all sectors and organisa-
tions, in order to exchange cyberthreat information in real time within 
a framework that protects confidentiality of shared information. In 
the first year of the NCSC being operational, the centre has seen a 43 
per cent increase in visits (4,000 visitors per month) to the CiSP. The 

government has also set up industry-specific spaces, for example, the 
Retail Security Forum, to help address effective reporting and infor-
mation sharing within the industry. It should also be noted that effec-
tive sharing of information is one of the aims of the EU Network and 
Information Security Directive. 

To the extent that, in the context of sharing cyberthreat informa-
tion, personal data forms part of that information, then obviously the 
requirements of the DPA must be met (see below).

Sections 19 to 21 of the Counter-Terrorism Act 2008 allow state 
authorities to share material intercepted under RIPA or other national 
security-sensitive information with other intelligence services and also 
private entities if in pursuance of national security or the prevention of 
serious crime. Section 19 absolves any individual or entity for breach 
of confidentiality provided the threshold has been met where it is shar-
ing information for national security purposes or for the prevention of 
serious crime. Similar provisions exist under section 7 of the Crime and 
Courts Act 2013 for disclosure to the NCA.

There are limitations on the capacity to share information obtained 
by interception. Where a government agency has, under warrant, inter-
cepted communications in the interests of national security or for the 
prevention of serious crime, notably from a telecommunications service 
provider, it is a criminal offence for a person in that service provider or 
for a public official to fail to keep secret the existence and content of the 
warrant or authorisation. Any information from that source therefore 
needs to be de-sourced. Other information from government bodies 
can be shared as long as it is compatible with their own statutory foun-
dations (if any) and the requirements of the Human Rights Act 1998. 
That position will be maintained under the IPA 2016.

Article 8 of the ECHR (the right to privacy and freedom of corre-
spondence) given effect through the Human Rights Act 1998, pervades 
this entire area insofar as privacy might be infringed by domestic public 
authorities, and limitations to that right must be in accordance with law, 
proportionate and necessary only for the purposes prescribed in article 
8(2), that is in the interests of national security, or to prevent or detect 
crime (and others).

The DPA (see question 1) regulates the use of ‘personal data’, 
namely data from which a living individual can be identified that is 
retained on a computer (section 1(1)) and places duties on those persons 
responsible, known as ‘data controllers’, for processing that data (sec-
tion 4(4)). Every data controller must comply with the data protection 
principles (set out in Part 1, Schedule 1), which ensure that personal data 
is obtained for a specific purpose and shall not be processed in any man-
ner incompatible with that purpose (Part 1(2)), including by keeping the 
data secure.

It is an offence for any person to knowingly or recklessly obtain, 
disclose or procure the disclosure of personal data, in addition to sell-
ing or offering to sell data that has been unlawfully obtained, pursuant 
to section 55. Offences of this nature currently carry punishments by 
way of fines only. A civil penalty regime enforced by the Information 
Commissioner’s Office (ICO) under section 55A DPA allows a civil mon-
etary penalty of up to £500,000 (at the time of writing) to be imposed 
on a data controller guilty of serious breaches, as a means of encourag-
ing good practice in the handling of personal data. The Parliamentary 
Justice Committee has considered proposals to amend the DPA further 
to include custodial sentences for the section 55 criminal offence, but 
none are presently available. Power to amend section 55 DPA was intro-
duced in the Criminal Justice and Immigration Act 2008, but has not yet 
been implemented.

Further protection as to privacy is provided by RIPA, which makes 
it an offence for persons intentionally and without lawful authority to 
intercept any communication in the course of its transmission (sec-
tion 1(1) and (2)) unless such conduct is permissible by way of a warrant 
issued by the Secretary of State in matters of national security, serious 
crime prevention, or in the safeguarding of the UK economy (section 5). 
Monitoring such communications is lawful if done by the provider of a 
telecommunications service and it takes place for purposes connected 
with the provision or operation of that service, or with the enforcement, 
in relation to that service, of any enactment relating to the use of postal 
services or telecommunications services (section 3).

The Telecommunications (Lawful Business Practice) (Interception 
of Communications) Regulations 2000 set out exceptions where, 
in connection with the carrying on of a private or public sector busi-
ness, the monitoring of communications is authorised over a private 
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telecommunications system, for example, to establish the existence 
of facts or ascertain compliance with regulatory practices, and where 
such conduct is in the interests of national security or crime prevention. 
Interception upon these bases will not, therefore, contravene RIPA, 
even though they do not amount to exemptions from the DPA. Again, 
monitoring communications for the purposes of lawful business will be 
permitted under the forthcoming IPA regime.

Where a private party is connected to civil proceedings (but is not 
directly involved), disclosure of information (eg, personal data) may be 
possible by an application to the court for a Norwich Pharmacal order. 
Unless there is a need for secrecy or urgency, an application should be 
made on notice to the respondent and the draft order should specify the 
information being sought, which may also impose a ‘gagging order’ to 
restrain the respondent from informing anyone about the application.

10 What are the principal cyberactivities that are criminalised by 
the law of your jurisdiction? 

The CMA prohibits unauthorised access to computer material or data 
(ie, ‘hacking’ (section 1)). It is also an offence to carry out unauthorised 
acts designed to impair computer systems, which include the deploy-
ment of ‘Trojan horses’ or ‘worms’ (section 3). The latter offence can 
carry a prison sentence of up to 10 years and an unlimited fine on con-
viction in the Crown Court in England and Wales. It is also an offence 
to use or obtain for use articles in order to commit either of the first two 
offences mentioned. See also questions 1 and 8.

The unauthorised interception of information (eg, through ‘phone 
hacking’) is covered by RIPA. A prison term of up to two years is pro-
vided for offenders under section 1(7)(a). The offence and the applica-
ble penalty will remain under the IPA 2016.

As above, section 55 DPA creates an offence of unlawfully obtain-
ing and processing personal data. Many penalties for such offences are 
relatively small but more sizeable punishments can be imposed by the 
courts. 

All these offences can be committed by a corporation, where lia-
bility can be attributed to such a legal person through the actions of 
its directors and officers and those who are senior enough to bind the 
corporation.

References to criminal offences are to be found in questions 1, 8, 9, 
23 and 24.

11 How has your jurisdiction addressed information security 
challenges associated with cloud computing?

According to the International Data Corporation, the worldwide market 
for cloud computing services is expected to grow from US$67 billion in 
2015 to US$162 billion in 2020 as the need increases for businesses and 
individuals to manage and store large amounts of data. For businesses, 
cloud computing enables convenient on-demand network access to a 
shared pool of configurable resources that can be rapidly provisioned 
and released with minimal management effort or service provider inter-
action. Moving data to a cloud hosting environment therefore repre-
sents a way in which businesses can efficiently store and access the vast 
amounts of data they control. However, with that comes data security 
and privacy concerns of which businesses should be aware. The DPA 
principles also apply to cloud-computing services, most notably the 
seventh, which specifies that an organisation must take steps to prevent 
unauthorised access as well as accidental loss of, or damage to, personal 
data (see question 1). The responsibility of ensuring adequate protection 
ultimately lies with the data controller, namely, the original holder or 
owner of the data. The same responsibility is also placed on the data pro-
cessor, namely, the cloud service provider, where it has gained sufficient 
control over the manner in which the data is processed and is essentially 
treated as a data controller. The responsibility exists whether the data is 
being held or is in transit, and lies in mitigating security risks to ensure 
end-to-end security. This involves undertaking the necessary checks 
on the cloud service provider (by someone with appropriate technical 
expertise) to ensure it provides sufficient guarantees and takes reason-
able steps to ensure DPA compliance. It should be noted that, although 
responsibility in mitigating risks lies both in the holding and the transfer 
of data, most issues and penalties have, so far, been with regard to data 
in transit. It should also be noted that the new Cybersecurity Directive 
will also apply to cloud-computing services, and will, therefore, impose 
further obligations; for instance, the requirement to notify the national 
supervisory authority of any cybersecurity incidents.

The GDPR (see question 3) places responsibility not only on the data 
controller but also on the data processor for a range of obligations and 
liabilities. It imposes certain additional rules on data processors, such 
as restrictions on international data transfers and further duties. These 
proposals are treated with caution and apprehension by commentators, 
who are concerned this will force cloud computing and other service 
providers out of the EU.

Further guidance has been published by the ICO on the Use of 
Cloud Computing via: www.ico.org.uk/media/for-organisations/docu-
ments/1540/cloud_computing_guidance_for_organisations.pdf. 

One of the difficulties is that the location of cloud-comput-
ing  service users is generally less well controlled and controllable. 
Entrusting a third party with data that businesses control is a decision 
that should not be taken lightly. Someone with the appropriate tech-
nical expertise should undertake the necessary checks on the chosen 
provider to ensure they provide sufficient guarantees and comply with 
the relevant regulations. The GDPR will place responsibility not only 
on the cloud computing provider (which has gained sufficient control 
over the manner in which the data is processed) as a ‘data processor’, 
but also on the original holder or owner of the data as a ‘data controller’ 
(with whom responsibility ultimately lies). The GDPR will also impose 
certain additional rules on cloud hosting environments as data proces-
sors, such as restrictions on international data transfers. In this way, 
the GDPR expands the scope of application of EU data protection law 
requirements, recognising the role that data processors also play in pro-
tecting personal data. 

Furthermore, just like internal IT systems, cloud hosting envi-
ronments are also susceptible to server meltdowns. A 2017 example 
occurred when Amazon Web Services (AWS), the United States’ larg-
est cloud computing company, suffered a major outage affecting many 
major businesses such as Airbnb, Netflix and Spotify, with Apple ser-
vices such as Apple Music also affected. In order to safeguard against 
such occurrences, best practice suggests ‘backing up’ data separately, 
and also ensuring that the cloud hosting environment has a comprehen-
sive backup system in place.

Another specific data security concern is the potential difficulty 
in encrypting data in a cloud hosting environment. It is noteworthy 
that some providers are delivering and marketing security solutions); 
 however, the presumption should be that cloud hosting environments 
are insecure and are, therefore, vulnerable to hackers, who can access 
the data held there. 

As cloud computing often involves the movement of data to a 
‘cheaper jurisdiction’ the user may not be aware of the physical loca-
tion where it is stored. The DPA permits transfers to any non-EEA coun-
try in respect of which the Commission has made a ‘positive finding of 
adequacy’ (see ICO guidance in relation to the eight data protection 
principle: www.ico.org.uk/for-organisations/guide-to-data-protection/
principle-8-international). The DPA also permits organisations to trans-
fer data to a non-EEA location where the organisation demonstrates 
that they meet the Binding Corporate Rules and satisfies the require-
ments of the ‘Article 29 Working Party’ (WP29); the advisory body 
bringing together the data protection advisory bodies of the EU mem-
ber states (see www.ico.org.uk/for_organisations/data_protection/
overseas/binding_corporate_rules). 

In terms of data transfers from the EU (including the UK) to the US, 
the first Annual Joint Review of the EU–US Privacy Shield transatlan-
tic data transfer framework took place on 18 and 19 September 2017 in 
Washington, DC. Despite a body of criticism from NGOs and the EU 
Parliament, the Commission found that ‘U.S. authorities have put in 
place the necessary structures and procedures to ensure the correct 
functioning of the Privacy Shield’ and that the US ‘continues to ensure 
an adequate level of protection for personal data transferred under 
the Privacy Shield’ from the EU to companies in the US. Complaint-
handling and enforcement procedures have been set up, and coopera-
tion with the European Data protection authorities has increased. The 
certification process is functioning well: over 2,400 companies have 
now been certified by the US Department of Commerce. 

Despite finding that the Privacy Shield ensured an adequate level 
of protection for personal data transferred under the agreement, the 
Commission provided 10 recommendations to ensure its continued 
successful functioning in relation to both the US commercial sector and 
US national security arrangements.
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12 How do your jurisdiction’s cybersecurity laws affect foreign 
organisations doing business in your jurisdiction? Are the 
regulatory obligations the same for foreign organisations?

As the EU is attempting to harmonise cybersecurity laws and regulations 
across member states, organisations in other EU states are likely to have 
very similar standards and obligations to those in the UK. However, 
third-country organisations processing or storing personal data of any 
EU subjects outside the EU are likely to be prevented from doing busi-
ness in the UK or with UK individuals if their own national security 
requirements and regulations are not adequate. In other words, they 
must offer protection essentially equivalent to that existing within the 
EU (following the Max Schrems case in the European Court of Justice) 
(see questions 3 and 11).

Best practice

13 Do the authorities recommend additional cybersecurity 
protections beyond what is mandated by law? 

Yes. Much guidance has been issued by the UK government but, ulti-
mately, the decision as to the level of security to be put in place remains 
an issue for organisations based on their assessment of risk to them-
selves and their customers underpinned by the legal requirements.

In implementing the UK government’s Cyber Security Strategy 
(see question 18) the government has worked with industry to develop 
the Cyber Essentials Scheme (www.gov.uk/government/publications/
cyber-essentials-scheme-overview), which aims to give organisations a 
clear baseline to aim to protect themselves against the most common 
cyberthreats. The Scheme recommends that all organisations imple-
ment five basic controls to protect against cyberattack, including creat-
ing effective boundary firewalls, ensuring an appropriate level of system 
access and ensuring use of the latest supported application versions and 
patches. Those achieving these standards may then apply for accredita-
tion under the Assurance Framework envisaged by the Scheme. All sup-
pliers bidding for government contracts involving sensitive and personal 
data handling must be compliant with the Cyber Essentials controls (as 
of 1 October 2014). Despite this, the scale of the task to raise awareness 
became clear when figures released in April 2017 suggested that only 3 
per cent of UK businesses had implemented the Cyber Essentials basic 
standard across their business.

Other sources of best practice guidance include the Home Office’s 
‘Cyber Aware’ campaign (formerly Cyber Streetwise) (www.cyber-
streetwise.com), Get Safe Online (www.getsafeonline.org), the FCA’s 
‘Good Cyber Security Foundations’ and the ICO’s ‘A Practical Guide 
to IT Security’, as well as guidance published on the NCSC’s website. 
Given the recent increase in ransomware attacks, in particular with the 
WannaCry and NotPetya malware affecting many global companies 
and organisations, the NCSC has issued guidance on how to protect 
IT systems (see: www.ncsc.gov.uk/guidance/ransomware-latest-ncsc-
guidance). In doing so, the NCSC is working with affected organisa-
tions to investigate and coordinate the response in the UK. Given the 
ongoing nature of the investigation, it is intended that this guidance will 
be updated as new information becomes available. Helpfully, the gov-
ernment has pulled much of this guidance together on one web page, 
accessible via: www.gov.uk/government/collections/cybersecurity-
guidance-for-business. Additionally, in May 2016, the government pub-
lished a non-technical Cyber Governance Health Check questionnaire 
aimed at FTSE 350 companies, enabling them to see what cybersecurity 
changes may be needed.

There is also some mandatory specific sectoral guidance on cyber-
security, such as the Payment Card Industry Data Security Standard 
applicable to organisations handling payment cardholder data (see 
question 2). 

Despite the availability of guidance, the National Cyber Security 
Strategy 2016–2021 acknowledged that the majority of UK businesses 
and individuals were still not properly managing cyber risk. 

The requirements of the GDPR and the ‘new’ DPA, when it comes, 
should drive greater compliance. On 1 November 2017, the ICO 
launched a dedicated advice line to help small organisations prepare 
for the GDPR. The phone service is principally aimed at people running 
small businesses or charities and will offer additional, personal advice 
on top of the other resources on the ICO website, such as the ‘12 steps to 
take now’ graphic and SME toolkit (currently under revision), that aim 
to help organisations employing fewer than 250 people prepare for the 
GDPR.

14 How does the government incentivise organisations to 
improve their cybersecurity?

The government’s Innovate UK scheme encourages small businesses to 
improve their cybersecurity. Through this scheme it offers micro, small 
and medium-sized businesses up to £5,000 for specialist advice on how 
to boost their cybersecurity. 

Organisations bidding for central government contracts have 
needed to be ‘Cyber Essentials’ certified since 1 October 2014.

In 2012, the UK government launched ‘G-Cloud’ so that public 
sector authorities could invite private sector organisations to carry 
out work without the need to resort to a formal tender process. Its suc-
cess has resulted in the rebranding of this cloud service to the ‘Digital 
Marketplace’ (www.digitalmarketplace.service.gov.uk) together with 
the establishment of the Government Digital Services division of 
the Cabinet Office to assist the public sector in easily, securely and 
cost-effectively engaging the private sector, which must explain how 
their services meet the Cloud Security Principles in the procurement 
framework.

In November 2015, the government launched a telephone survey 
through the polling organisation Ipsos MORI seeking businesses’ views 
on cybersecurity to provide up-to-date findings on their approaches, 
help organisations learn more about issues that businesses like theirs 
are likely to face, and inform government policy on cybersecurity and 
how they need to work with businesses to improve this area.

15 Identify and outline the main industry standards and codes 
of practice promoting cybersecurity. Where can these be 
accessed? 

There is no equivalent of the IT Industry Council ‘Cybersecurity 
Principles for Industry and Government’ as has appeared in the US. In 
the UK, guidance appears piecemeal and is issued by individual com-
panies. In addition, industry regulators will often point to and suggest 
use of government report and advice, such as the ‘Ten Steps to Cyber 
Security’.

See questions 13, 14 and 27.

16 Are there generally recommended best practices and 
procedures for responding to breaches?

There is no single source of best practice for responding to data 
breaches, though the available guidance recommends careful advance 
planning to both prevent incidents occurring, stem a breach when it 
occurs and minimise resultant regulatory penalties.

That said, under the Privacy and Electronic Communications 
Regulations 2003, electronic service providers, such as telecommunica-
tions providers and internet service providers, are obliged to notify the 
ICO within 24 hours of detecting a breach. Additionally, in May 2017, the 
FCA published guidance confirming that regulated firms must report 
‘material’ data breaches under their Principle 11 obligations. There is 
currently no general legal obligation under the DPA for data controllers 
to report breaches to the ICO. However, the regulator believes that data 
controllers should report serious breaches. Although ‘serious’ is unde-
fined, ICO guidance suggests that key determiners include potential 
detriment to an individual (including emotional distress), the volume 
of the personal data loss and its sensitivity. ICO guidance suggests that, 
where a company is unsure whether to report, the presumption should 
be to do so. Failure to do so plainly has a reputational effect, as is clear in 
the Uber revelations of November 2017  (see Updates and trends).

Carefully constructed cybersecurity policies are crucial. However, 
according to a Department for Digital, Culture, Media and Sport sur-
vey in April 2017, only 33 per cent of UK firms currently have a formal 
policy. That figure is likely to rise as cyber security incidents become 
more commonplace and awareness of the potential penalties under the 
GDPR increases. While a cybersecurity policy should include technical 
matters such as antivirus software use, patch and security update down-
loads as well as backup recovery plans, a company would also be well 
advised to implement regular staff training to try to prevent situations 
arising in the first place. Adequate training should be undertaken to 
ensure staff recognise, understand and avoid the risks, as well as know 
what to do and who to alert in the event of a breach so that, should an 
incident occur, a company can accurately assess the situation and take 
immediate steps to minimise the harm.

A company’s cybersecurity policy should incorporate an inci-
dent response management plan, identifying who should handle the 
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incident and the steps that should be taken. Internally, a senior mem-
ber of the company should ideally take control, enlisting the assistance 
of in-house counsel, the IT department and human resources, as well 
as external advisers, as necessary. Best practice suggests that the first 
priority must be to ascertain and record precisely what has occurred, 
who was involved and what data has been lost. A proper assessment 
can then be made of the nature and seriousness of the data breach, 
whether it is ongoing, how it can be stopped and the likely implications 
for both data subjects and the company. 

Following this, a reasoned assessment can be made about whether 
the ICO should be notified, and whether and how data subjects affected 
should be informed so that they may take precautionary measures and 
mitigate any financial losses arising. Consideration should also be 
given as to whether any contractual or professional notification obliga-
tions arise. For example, authorised firms should consider notifying the 
FCA and law firms should consider informing the Solicitors Regulation 
Authority. If necessary, sensible remedial measures can also be imple-
mented within the company, such as reviewing remote working prac-
tices, modifying data access and changing passwords. If a company 
believes it has been the victim of crime, it may (and often will) decide 
to inform the police, the NCA or the NCSC and will consider whether 
any ensuing harm could be prevented by seeking injunctive relief. 
Simultaneously, once news of a data breach gets out, a company may 
face questions from its staff and possibly external sources. 

17 Describe practices and procedures for voluntary sharing of 
information about cyberthreats in your jurisdiction. Are there 
any legal or policy incentives? 

Encouraging organisations to report attacks is seen as key to combat-
ing such incidents. There are no government requirements and no 
incentives as such; however, the government has tried to promote the 
sharing of information about cyberthreats (see question 9). The UK 
authorities have set up the Action Fraud website for reporting online 
fraud, scams and extortion. Cyber incidents may be reported directly 
to the NCSC where they impact on the UK’s national security, eco-
nomic well-being, affecting a large proportion of the UK population 
or jeopardise the continued operation of an organisation. Statutory 
measures to encourage cyberthreat information include the ‘informa-
tion gateways’ in the Counter Terrorism Act 2008 and the Crown and 
Courts Act 2013. The encouragement of collaboration is evidenced by 
the ICO’s ‘Protecting personal data in online services: learning from 
the mistakes of others’ report (www.ico.org.uk/media/for-organisa-
tions/documents/1042221/protecting-personal-data-in-online-ser-
vices-learning-from-the-mistakes-of-others.pdf ).

18 How do the government and private sector cooperate to 
develop cybersecurity standards and procedures?

In 2011, the UK government issued an overarching UK Cyber Security 
Strategy, which seeks to put the UK in a position where:

law enforcement is tackling cyber criminals; citizens [including 
businesses] know what to do to protect themselves; effective cyber 
security is seen as a positive for UK businesses; a thriving cyber 
security sector has been established; public services online are 
secure and resilient; and the threats to [the UK] national infra-
structure and national security have been confronted.

See: www.gov.uk/government/uploads/system/uploads/attachment_
data/file/60961/uk-cyber-security-strategy-final.pdf.

More recently, the UK government acknowledged that, although 
its 2011 Cyber Security Strategy had delivered substantial improve-
ments to UK cybersecurity, its approach had not achieved the scale and 
pace of change required to stay ahead of the fast-moving threat. As a 
result, in November 2016, a new National Cyber Security Strategy was 
published for 2016 to 2021 (www.gov.uk/government/publications/
national-cyber-security-strategy-2016-to-2021). Like its predecessor, 
the new strategy recognises that the significant role played by busi-
nesses and organisations in the UK’s national response to cyberthreats 
will be effective.

A Cyber Growth Partnership (CGP), which is a joint initiative 
between industry, academia and government, aims to boost the 
UK’s global market position in cybersecurity products and services. 
Under this initiative, a new Cyber Security Suppliers scheme has been 

developed, whereby businesses can show that they supply cyberse-
curity products and services to the UK government and use the gov-
ernment logo in their marketing material. The intention is to provide 
assurance to the private sector of the efficacy and operability of cyber 
defence products. For instance, in 2015 as part of the CGP, the UK 
Trade and Investment and the Department for Culture, Media and 
Sport set up a Cyber Demonstration Centre to support growth of this 
sector and be used to showcase services or products offered to various 
industries. Also, in 2016, the Department for Culture, Media and Sport 
funded a competition to find the UK’s most innovative small cyberse-
curity company, with the shortlisted companies going through to com-
pete at the Infosecurity Europe Conference.

The 2017 Digital Skills Partnership sees UK government, busi-
nesses, charities and voluntary organisations join forces to give people 
of all ages the opportunity to boost their online know-how by offering 
free training in areas such as basic online skills through to cyberse-
curity and coding. There has also been cooperation between govern-
ments of different countries in this area. The UK and France have 
recently adopted a joint approach to digital and cybersecurity (www.
gov.uk/government/speeches/the-uk-and-france-a-joint-approach-
on-digital-and-cybersecurity). Given that both nations have thriving 
cyber ecosystems, the idea behind the partnership is for cooperation 
both in research and at a commercial level.

19 Is insurance for cybersecurity breaches available in your 
jurisdiction and is such insurance common?

Yes, in principle, insurance cover is available to mitigate cybersecu-
rity risks, as with any other risks. Unsurprisingly, the market is often 
considered generally underdeveloped given that the scale of risk to be 
insured against is uncertain on the basis that the risk of a cybersecurity 
breach and its detection (if it has occurred) and the assessment of the 
loss arising from a breach are difficult for brokers and underwriters to 
assess. Nevertheless, as incidences and consequences of cybersecurity 
breaches increase, demand for such insurance is also increasing, par-
ticularly given the mandatory reporting requirements of the forthcom-
ing GDPR.

The UK government has recently been working with the insurance 
sector in order to highlight the important role of cybersecurity insur-
ance and in an attempt to make the UK a world centre for cybersecurity 
insurance. On 5 November 2014, they issued a joint statement (www.
gov.uk/government/uploads/system/uploads/attachment_data/
file/371036/Cyber_Insurance_ Joint_Statement_ 5_November_2014.
pdf ), emphasising the ‘strong role’ of cyber insurance in mitigating 
cyber risks, specifically in relation to ‘malicious attacks’. A working 
group focusing on how cyber insurance can both mitigate damage 
caused by cyberattacks and encourage better cybersecurity by offering 
premiums for cyber-secure organisations released a report in March 
2015, accessible via: www.gov.uk/government/uploads/system/
uploads/attachment_data/file/415354/UK_Cyber_Security_Report_
Final.pdf ). This report noted the gap in awareness of the use of insur-
ance, evidenced by the large number of firms unaware that insurance 
was even available; around 50 per cent of CEOs believed their compa-
nies have some form of coverage in place. As of April 2017, however, 
only 38 per cent of UK companies said they had specific insurance 
cover for cyber risk, with many continuing to rely on general insurance 
policies. Companies may find that, as breaches become more com-
monplace, insurers will restrict reliance on such general policies.

Enforcement

20 Which regulatory authorities are primarily responsible for 
enforcing cybersecurity rules? 

In terms of cyberattacks, the law enforcement body with prime 
responsibility for investigations is the NCA, which has a dedicated 
cybercrime unit (www.nationalcrimeagency.gov.uk/about-us/what-
we-do/national-cyber-crime-unit). As with other crimes, criminal 
cases would have to satisfy the criteria that would allow prosecution 
by the Crown Prosecution Service: a reasonable prospect of success 
and being in the public interest. In November 2015, the government 
announced a comprehensive programme including a National Cyber 
Centre, the country’s first ‘cyberforce’. The National Cyber Security 
Centre became operational in October 2016 and acts as a coordinating 
organisation.
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The Information Commissioner enforces the DPA in both criminal 
and civil jurisdictions (www.ico.org.uk/what_we_cover/taking_action/
dp_pecr). It will also be responsible for ensuring compliance with the 
GDPR (as implemented).

Where national security is at risk, the UK’s security and intelli-
gence agencies will be involved.

In addition to enforcement by regulatory authorities, the DPA also 
provides for individuals to claim compensation in civil courts for dam-
age and distress suffered as a result of data protection breaches.

21 Describe the authorities’ powers to monitor compliance, 
conduct investigations and prosecute infringements. 

The powers of the authorities to monitor and investigate criminal 
offences under the CMA are the same as those in respect of criminal 
investigations generally. Material can be obtained by the NCA or the 
police through court orders (and searches without notice can be carried 
out with the appropriate permissions). Covert surveillance and inter-
ception are also possible, again with the necessary permissions having 
been obtained. It should be noted that intercept evidence is generally 
not admissible in criminal proceedings in England.

In data protection terms, the Information Commissioner may 
serve information notices requiring organisations to: 
• provide the ICO with specified information within a certain time 

period; 
• issue undertakings committing an organisation to a particular 

course of action in order to improve its compliance; 
• serve enforcement notices and ‘stop now’ orders where there has 

been a breach, requiring organisations to take (or refrain from tak-
ing) specified steps in order to ensure they comply with the law; 
and 

• serve assessment notices to conduct compulsory audits to assess 
whether an organisation’s processing of personal data follows good 
practice.

22 What are the most common enforcement issues and how have 
regulators and the private sector addressed them? 

There have been very few prosecutions of those responsible for 
cyberattacks. This is likely a consequence of the lack of a dedicated, 
well-resourced investigative unit, the prime purpose of which is the 
investigation and prosecution of cybercrime; however, this may change 
given the creation of the NCA Cyber Crime Unit. In 2016, the NCA pub-
lished a Cybercrime Assessment outlining the immediate threats to UK 
businesses, noting that the growth of cybercrime was outstripping the 
UK’s collective response and noted that under-reporting of incidents 
hampered the efforts of law enforcement to understand the operating 
methods of cybercriminals and take effective counter- measures. In 
March 2017, the NCA and NCSC worked together to produce a report 
on ‘The cyber threat to UK business’ (www.nationalcrimeagency.gov.
uk/publications/785-the-cyber-threat-to-uk-business/file). The report 
essentially outlines an up-to-date picture of threats to business, which 
include ransomware, DDoS and evolving financial trojans. The report 
concludes that these threats demonstrate the need for a collaborative 
response across industry, law enforcement and government, with the 
ultimate aim of protecting customers and the UK economy.

In December 2015, the Metropolitan Police Commissioner 
announced the creation of a task force of 500 police officers to deal spe-
cifically with cybercrime. The evidential difficulties of proving a crimi-
nal offence to the requisite standard are likely to be great, especially 
given the likely problems in proving the origin of an attack and identify-
ing a particular person or organisation responsible.

Update and trends

In a year where cybersecurity incidents have been rife, perhaps the 
most high-profile example of a huge data breach on a global scale is 
that which involved Uber. In November 2017, it was revealed that Uber 
had concealed a large-scale global breach of the personal information 
of 57 million customers and drivers in October 2016, failing to notify 
the individuals and regulators. Uber also confirmed that it had paid 
US$100,000 to the hackers who were responsible for deleting the data 
and ensuring the breach was not leaked to the general public. This 
breach highlights the principal challenge to developing cybersecurity 
policy and action: under-reporting to the enforcement agencies and 
regulators. At the time of writing, the ICO has not yet made a deci-
sion on whether to issue Uber with a penalty. However, what the hack 
does show is that, in reality, we are moving towards a situation where 
reporting to the authorities is becoming an absolute necessity for 
organisations that have been the victims of cybercrime, given the likely 
substantial penalties for failing to report. Indeed, it is through reporting 
that companies will help shape a favourable regulatory environment.

Regarding the Uber revelations, the ICO has vowed to work with 
the NCSC, and other relevant authorities in the UK and overseas, to 
determine the scale of the breach, how it has affected people in the UK 
and what steps need to be taken by the firm to ensure it fully complies 
with its data protection obligations. On the issue of ‘deliberately con-
cealing breaches from regulators and citizens’, the ICO, in its statement 
on the Uber data breach, emphasised that this ‘could attract higher 
fines for companies’.

Although it has been covered broadly in the body of this article 
(see question 3), the GDPR, with its associated Cybersecurity Directive 
(see question 3), is the significant change in terms of cybersecurity laws 
and policies. This is particularly true when considering the obligation 
that will be imposed on companies. Owing to the potentially huge pen-
alties within the GDPR, companies have an incentive to report, which 
they arguably did not have before. Once the GDPR comes into force, a 
company’s discretion over reporting data breaches will be curtailed; all 
personal data breaches will be reportable without delay and within 72 
hours of it being known unless the breach is unlikely to jeopardise the 
rights and freedoms of natural persons. In this sense, non-reporting is 
impossible both in law and in practice, in light of the GDPR.

Furthermore, although the EU–US Privacy Shield Framework 
arrangement has been found to provide adequate protection (see 
question 11), that area of data transfer is subject to review. There 
are ongoing proceedings issued by Digital Rights Ireland and La 
Quadrature du Net challenging the European Commission’s approval 
of the adequacy decision of the Privacy Shield framework. In 

proceedings that formally began on 16 September 2016, Digital Rights 
Ireland sought a declaration from the Court of Justice of the European 
Union (CJEU) that the relevant implementing decision be declared 
null and void on the grounds that the Commission made a ‘manifest 
error of assessment’ in determining that the Privacy Shield Framework 
provided an adequate level of protection for personal data transferred 
between the EU and US. Digital Rights Ireland argued that the privacy 
principles included in the Framework are ‘international commitments’ 
that are not binding on the US. It raised concerns that, by virtue of 
the Foreign Services Intelligence Act, US public authorities will still 
have ‘secret access’ to the content of electronic communications. It is 
unclear how long it will take the CJEU to determine these cases, and so, 
in the interim, the Privacy Shield Framework will remain in force. 

Although the Privacy Shield Framework is still in the early stages 
of implementation and further reports or opinions may be issued, 
the positive annual report from the Commission provides a couple of 
key takeaways for commercial contracts involving transatlantic data 
transfers. First, when engaging a service provider to manage or process 
transatlantic data flows, Privacy Shield certification should remain an 
important consideration during the selection process. Second, if engag-
ing a service provider that is not Privacy Shield certified, companies 
should consider adding a provision into their contracts obliging the ser-
vice provider to provide at least the same level of data protection that is 
required by the principles of the Privacy Shield Framework. Either way, 
in broader cybersecurity terms, transfers to the US, especially where 
hosting is to take place in the cloud environment (see question 11), 
require especial consideration.

Further, following the CJEU ruling in Schrems I, Mr Schrems filed a 
renewed complaint with the Irish Data Protection Commissioner based 
on Facebook’s use of Standard Contractual Clauses (SCCs) to authorise 
EU–US data transfers, which provided the basis for a new case in the 
Irish High Court. SCCs have been endorsed by EU policymakers to 
help facilitate the flow of personal data overseas and offer sufficient 
protection to EU citizens when their data is transferred to the US. In 
October 2017, the Irish High Court made a referral to the CJEU on the 
question of whether the SCC decisions are valid under the EU Charter 
of Fundamental Rights. 

Finally, 2017 has also seen the NCSC emerge as a true driver 
of best cybersecurity policy, which marks a step change. We have 
commented on some of the work the NCSC has carried out since 
becoming operational in 2016 (see questions 17 and 22) and anticipate 
the centre will become more influential regarding cybersecurity laws, 
policy and enforcement.
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Most attention has been given to the Information Commissioner’s 
powers under section 55A DPA, although, even under these powers, 
there have been few prosecutions: according to the ICO’s website, there 
were just nine prosecutions between 8 June 2016 and 13 November 
2017. The power to impose monetary penalties was put in force in April 
2010 and has been used more frequently by the ICO. It will be interest-
ing to see how the ICO approach the recent Uber revelations regarding 
the huge global personal data breach and whether a monetary penalty 
will be issued (see Updates and trends). 

For companies that are issued with monetary penalties, the scru-
tiny does not stop after an initial fine. TalkTalk, for example, which 
was fined a record £400,000 in 2015 for a 2014 data breach, was 
fined a further £100,000 in 2017 after it failed to look after its cus-
tomers’ data and risked it falling into the hands of scammers and 
fraudsters (see: www.ico.org.uk/action-weve-taken/enforcement/
talktalk-telecom-group-plc-august-2017).

23 What penalties may be imposed for failure to comply with 
regulations aimed at preventing cybersecurity breaches? 

Currently, civil actions under section 55A DPA can lead to penalties 
of up to £500,000. However, under the forthcoming GDPR, there 
are two categories of offence, both with different penalties. Article 83 
sets out the two categories of offence. The first category carries a maxi-
mum penalty of up to 2 per cent of a business’ global annual turnover 
or €10 million, whichever is greater. Included in this first category are 
individual offences related to child consent, and transparency of infor-
mation and communication. The second category of offence carries 
a maximum penalty of up to 4 per cent of a business’ global annual 
turnover or €20 million, whichever is greater. Within this category are 
individual offences related to data processing, non-compliance with a 
notice issued by the Information Commissioner and transfer of data 
to a third party. It is important to note that the lists of offences in both 
categories are not exhaustive and so these categories may be expanded 
upon in the future. The huge increase in potential fines provides greater 
impetus for businesses to both comply with the GDPR provisions and 
be generally more proactive against cybersecurity threats.

24 What penalties may be imposed for failure to comply with the 
rules on reporting threats and breaches?

Currently there are no such reporting requirements, although a failure 
to report may well be considered an aggravating factor in the event 
action is taken by the Information Commissioner under section 55A 
DPA. This will obviously change when the General Data Protection 
Regulation comes into force (see question 3). 

For public and electronic communications providers, there is a 
duty under the PECR to submit breach notifications to the ICO. Failure 
to do so can incur a fine of £1,000.

In 2016, the ICO published guidance on the steps that businesses 
should take to prepare for the reporting obligations that will apply 
when the GDPR comes into force in the UK, including implement-
ing a breach reporting procedure. However, Elizabeth Denham, the 

Information Commissioner, has recently set about ‘myth busting’ and 
educating against the misinformation that is being released in the pub-
lic sector. Denham has allayed fears that the biggest threat to organi-
sations from the GDPR are the massive fines at the new legislation’s 
disposal. According to the Information Commissioner, there has been 
a level of scaremongering that stipulates that the ICO will ‘be mak-
ing early examples of organisations for minor infringements or that 
maximum fines will become the norm’. She emphasised that instead 
the focus will be on ‘putting the consumer and citizen first’. Denham 
stated that ‘issuing fines has always been and will continue to be a last 
resort’ and highlighted that in 2016 to 2017, of the 17,300 cases that 
were concluded, just 16 of them resulted in fines for the organisations 
concerned.

25 How can parties seek private redress for unauthorised 
cyberactivity or failure to adequately protect systems and 
data? 

Actions can be taken under the DPA for breaches of the principles, 
including the obligation for a data controller to apply appropriate meas-
ures to keep data secure. Alternatively, normal civil law torts will apply, 
of which the most relevant are actions in breach of confidence and neg-
ligence (for failing to keep data secure).

Threat detection and reporting

26 What policies or procedures must organisations have in 
place to protect data or information technology systems from 
cyberthreats?

There are currently no prescribed policies or procedures in law or pur-
suant to government policy that must be implemented. However, good 
practice would dictate that policies do exist and are implemented, 
and the lack of policies would almost inevitably give rise to a breach 
of the DPA and lead to enforcement action from the Information 
Commissioner (see questions 21, 22 and 24).

27 Describe any rules requiring organisations to keep records of 
cyberthreats or attacks.

Although there is no legal obligation on an organisation to record cyber-
incidents, and while there is general mention of the importance of inci-
dent management, the recording of incidents or threats is not included 
in the Cyber Essentials accreditation or the government guide on ‘Ten 
Steps to Cyber Security’ (www.gov.uk/government/uploads/system/
uploads/attachment_data/file/73128/12-1120-10-steps-to-cyber-secu-
rity-executive.pdf ). It is, however, suggested in the ISO:27001 ‘con-
trol objectives’ as a way of logging and monitoring an organisation’s 
cyberspace.

It should be noted that this will change when the GDPR and the 
Network and Information Security Directive come into force (see ques-
tion 3) when obligations will be imposed to keep record of any breaches 
of the Regulation.
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28 Describe any rules requiring organisations to report 
cybersecurity breaches to regulatory authorities. 

There are currently no rules in England, except for public electronic 
communications service providers. Under Regulation 5A PECR, these 
communication service providers must notify the ICO of any personal 
data breaches. In 2015 (up to 19 November), 143 breaches were reported 
under this Regulation (see questions 3 and 24). Although there is no 
legal obligation on data controllers to report breaches of security that 
result in loss, release or corruption of personal data, the Information 
Commissioner believes serious breaches should be brought to her 
attention. Further, the UK government has taken action to make the 
reporting procedure simple and straightforward by establishing inte-
grated reporting tools.

There are numerous ways to report cybersecurity breaches, 
fine-tuned to meet the needs of specific organisations. For govern-
ment agencies and other public bodies, the two organisations are 
CESG (originally Communications-Electronics Security Group) the 
information security arm of GCHQ (Government Communications 
Headquarters) and GOVCERT, the CERT for government and public 

sector bodies. For private companies and organisations, the two main 
reporting agencies are the National Cyber Crime Unit (a part of the 
NCA), and ‘Action Fraud’, an online national fraud reporting centre. 
The Cyber Incident Response scheme also exists, which provides 
access to industry expertise. 

When the GDPR comes into effect in May 2018, all cybersecurity 
breaches will have to be notified to the national supervisory authority 
and that notifiable breach reporting to the National supervisory body 
will be mandatory within 72 hours of an organisation becoming aware 
of it and, in serious cases, public notification will be required. 

29 What is the timeline for reporting to the authorities? 
See question 28.

30 Describe any rules requiring organisations to report threats 
or breaches to others in the industry, to customers or to the 
general public. 

See question 28.
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