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PREFACE

Getting the Deal Through is delighted to publish the fifth edition 
of Cybersecurity, which is available in print, as an e-book and online at 
www.gettingthedealthrough.com.

Getting the Deal Through provides international expert analysis in 
key areas of law, practice and regulation for corporate counsel, cross-
border legal practitioners, and company directors and officers. 

Throughout this edition, and following the unique Getting the Deal 
Through format, the same key questions are answered by leading 
practitioners in each of the jurisdictions featured. Our coverage this 
year includes new chapters on Denmark, Poland, Singapore and a new 
article on human rights and cybersecurity. 

Getting the Deal Through titles are published annually in print. 
Please ensure you are referring to the latest edition or to the online 
version at www.gettingthedealthrough.com.

Every effort has been made to cover all matters of concern to 
readers. However, specific legal advice should always be sought from 
experienced local advisers. 

Getting the Deal Through gratefully acknowledges the efforts of all 
the contributors to this volume, who were chosen for their recognised 
expertise. We also extend special thanks to the contributing editors, 
Benjamin A Powell and Jason C Chipman of Wilmer Cutler Pickering 
Hale and Dorr LLP, for their continued assistance with this volume.

London
January 2019

Preface
Cybersecurity 2019
Fifth edition
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England & Wales
Michael Drury and Julian Hayes
BCL Solicitors LLP

Legal framework 

1 Summarise the main statutes and regulations that promote 
cybersecurity. Does your jurisdiction have dedicated 
cybersecurity laws? 

There is no dedicated comprehensive cybersecurity law as such in 
England and Wales. Rather, there are numerous statute-based laws, 
underpinned by the possibility of civil actions in common law. These:
• criminalise unauthorised interference with computers – including 

where there is an intention is to commit other crimes by means 
of accessing computers, altering computer programs or produc-
ing ‘hacking tools’, or where the result is one of serious damage to 
the economy, environment, national security or human welfare, or 
where there is a significant risk of that (the Computer Misuse Act 
1990 (CMA), as amended by the Serious Crime Act 2015 (SCA));

• criminalise the interception of communications – including com-
munications sent or received by computers (the Investigatory 
Powers Act 2000 Part 1 (IPA));

• impose obligations to protect personal data (rather than data more 
generally) by the application of security measures. The three key 
pieces of legislation are the General Data Protection Regulation 
(GDPR), the Data Protection Act 2018 (DPA), and the Network and 
Information Systems Regulation 2018 (NISR), which implements 
the EU’s Network and Information Security Directive; and

• criminalise actions amounting to fraud (Fraud Act 2006 (FA)) and 
infringing intellectual property rights (Copyright, Designs and 
Patents Act 1988).

It is important to note that significant changes have been brought about 
by the implementation of the GDPR and the Network and Information 
Security Directive agreed by the EU institutions in December 2015 (see 
question 3 and ‘Update and trends’).

Aside from emphasising in policy the benefits of good cyber-
security, therefore, English law predominantly seeks to encourage 
cybersecurity by punishing breaches (notably in failures by data con-
trollers and processors to keep personal data secure) rather than by 
reward. 

Acts that would otherwise be considered breaches of law are made 
lawful where conducted by state agencies principally in the interests 
of national security, and for the prevention and detection of serious 
crime, in accordance with the authorisation regimes established under 
IPA (see question 9), the Police Act 1997 and the Intelligence Services 
Act 1994. 

Parliament has not legislated to promote cybersecurity as such, 
and the offences described have been created in a rather piecemeal 
fashion. The UK government has approached the issue of cybersecu-
rity by seeking to raise awareness and to enhance cybersecurity safe-
guards against (and to mitigate the risks and effects of ) cyberattacks. 
In November 2016, the five-year National Cyber Security Strategy 
containing three core pillars – to defend against and to deter cyberat-
tacks, and to develop cyberdefence – was approved. The strategy is 
underpinned by £1.9 billion of transformational investment, more than 
double the budget of the first such strategy (2011–2016) (www.gov.uk/
government/speeches/chancellor-speech-launching-the-national-
cyber-security-strategy). The strategy is supported by the National 
Cyber Security Centre (NCSC), which, in its 2018 Annual Review, noted 

that from September 2017 to August 2018, it had handled 557 cyber inci-
dents; removed 138,398 unique phishing sites and issued 134 pieces of 
cybersecurity guidance. When businesses, government bodies or aca-
demic organisations report a significant incident, the NCSC may bring 
together and deploy the full range of technical skills from across gov-
ernment and beyond. The NCSC also links up with law enforcement, 
helps mitigate the impact of incidents, seeks to repair the damage and 
assists in the identification and prosecution of those responsible. 

Of fundamental importance, the GDPR applies to personal data 
processing carried out by organisations operating within the EU and 
to those operating outside the EU that offer goods or services to indi-
viduals in the EU. It does not apply to processing carried out for law 
enforcement purposes (eg, the police, criminal courts), for national 
security purposes or to processing by individuals for purely domestic or 
household activities. Article 5 of the GDPR stipulates that personal data 
must be processed in accordance with seven principles: 
• it must be processed lawfully, fairly and transparently (lawfulness, 

fairness and transparency); 
• it must not be processed in a manner incompatible with the spe-

cific, explicit and legitimate purposes for which it was originally 
collected (purpose limitation); 

• it must be limited to what is necessary in relation to the purpose for 
which it was collected (data minimisation); 

• it must be accurate and kept up to date (accuracy); 
• it must not be kept for longer than is necessary (storage limitation); 

and 
• it must be processed in a manner that ensures appropriate security, 

including protection against unauthorised or unlawful processing 
and against accidental loss, destruction or damage, using appropri-
ate technical or organisational measures (integrity and confidenti-
ality); and 

• finally, data controllers must be able to demonstrate compli-
ance with the principles relating to personal data processing 
(accountability). 

A breach of the data processing principles – significantly in the context 
of security breaches – can lead to the imposition of substantial admin-
istrative fines imposed by the Information Commissioner’s Office 
(ICO). The ICO may also prosecute offenders in the criminal courts for 
offences under the DPA. Those suffering damage (including distress) 
from breaches of the data protection legislation may also seek compen-
sation from the controller or processor concerned.

The DPA enacts the EU’s Law Enforcement Directive, which regu-
lates the processing of data by various authorities such as the Serious 
Fraud Office, the Financial Conduct Authority (FCA) and the National 
Crime Agency (NCA). In addition, the DPA complements and amplifies 
the provisions of the GDPR. 

NISR applies to operators of essential services (OES) (eg, water, 
transport and energy) and relevant digital service providers (RDSPs) 
(eg, online search engines available to the public, online markets and 
cloud computing services). NISR requires appropriate and proportion-
ate technical and organisational measures to manage risk of disruption. 
Incidents that have a significant impact on the continuity of an essential 
service must be notified to the applicable competent authority. Where 
incidents are suspected of having a cybersecurity element, operators 
are also strongly encouraged to contact the NCSC.
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In terms of the principal criminal law deterrent, the CMA, imple-
menting the Budapest Convention on cybercrime, provides for criminal 
offences on the basis that: (i) a person causes a computer to perform 
any function with intent to secure access to any program or data held in 
any computer or to enable any such access to be secured; (ii) the access 
he or she intends to secure or to enable to be secured is unauthorised; 
and (iii) he or she knows at the time when he or she causes the com-
puter to perform the function that this is the case, he or she is guilty 
of an offence. Such offences are punishable by imprisonment, some 
carrying a maximum sentence of life imprisonment where the attack 
causes or creates a significant risk of serious damage to human welfare 
or national security.

Securing access to a computer or a program encompasses many dif-
ferent actions. ‘Computer’ is not defined in the CMA. Access is said to 
be unauthorised if done by a person other than one who has responsi-
bility for the computer and is entitled to determine whether the act may 
be done, or is done without the consent of such a person. 

The CMA creates further offences where unauthorised access is 
sought with a view to committing other offences (eg, theft or fraud), 
or to impair the operation of a computer, which would include the 
implanting of viruses or spyware and DDoS attacks. In such cases, the 
penalty can be up to 10 years’ imprisonment. The CMA also criminal-
ises the obtaining, making, adapting, supplying or offering of articles to 
be used in committing the CMA offences.

Subject to particular statutory defences, the DPA criminalises 
certain behaviour in relation to personal data, including knowingly or 
recklessly obtaining or disclosing it without the consent of the control-
ler (blagging). It is also an offence to retain personal data without the 
consent of the controller from whom it was obtained; to offer or sell 
‘blagged’ personal data; to ‘re-identify’ personal data that has been de-
identified (ie, processed in such a manner that, without more, it can no 
longer be attributed to a particular data subject) without the controller’s 
consent; or to process such re-identified data. Other criminal offences 
are dealt with under the relevant questions below.

2 Which sectors of the economy are most affected by 
cybersecurity laws and regulations in your jurisdiction? 

Cybersecurity laws and regulations affect all businesses and organisa-
tions processing or controlling data. The GDPR applies specifically to 
personal data, that is data from which a living person can be identified. 
As such, cybersecurity laws and regulations affect all sectors of the 
economy.

Presently, there are no specific sectoral laws (except, to some 
extent, for the providers of public communications services – see ques-
tion 3), but businesses of any size must meet the GDPR requirements to 
the extent that they process personal data. Extensive guidance is now 
addressed to all businesses and sectors because of the pervasive nature 
of the threats. It tends to be structured around the types of attacks, 
rather than the industries. There are some examples of sectoral guid-
ance, for example, the Payment Card Industry Data Security Standard 
(PCI DSS), which must be complied with by all organisations that 
accept, store, transmit or process cardholder data. The finance sector, 
where there is an obvious risk of fraud, may be thought to have consid-
ered cybersecurity matters for longer, and in greater depth, than other 
sectors. Cybercrime is now the UK’s number one fraud, according to the 
2018 PWC Global Economic Crime Survey, with 25 per cent of all par-
ticipating UK organisations reporting experience of cybercrime within 
the past two years. There are encouraging signs that UK organisations 
are taking greater care to minimise the risk of cybercrime (and mini-
mising the harm when it occurs). A higher number of UK firms than the 
global average now have cybersecurity programmes in place. However, 
surveys indicate the UK still lags behind the global average in the use of 
advanced technology such as predictive analytics and machine learn-
ing to identify cyber-enabled fraud. 

Professional bodies and regulators are increasingly engaged in 
cybersecurity initiatives, at times embedding national strategies and 
guidance into their own regulatory guidance. The Law Society contrib-
uted to the NCSC’s 2018 report on cyberthreats to the UK legal sector 
(https://www.ncsc.gov.uk/legalthreat) and its website includes a page 
dedicated to practical cybersecurity advice, educational webinars and 
endorsed partner products and services to help mitigate cybersecurity 
threats. In the financial sector, the FCA has prioritised cybersecurity 
through ‘soft guidance’ measures, including senior-level speeches on 

the subject, while simultaneously emphasising the regulatory obliga-
tion to report material cybersecurity incidents under Principle 11 of the 
FCA Handbook.

Failure to protect data adequately may give rise to breaches of reg-
ulatory requirements. The FCA has levied penalties for data breaches 
where they have been found to constitute breaches of FCA Principle 3, 
that is, the obligation to take reasonable care to organise and control 
a regulated entity’s affairs responsibly and effectively with adequate 
risk management systems. In October 2018, the FCA imposed a fine 
of £16.4 million on Tesco Bank for failures to protect its customers 
against a cyber attack in November 2016 when, over a 48-hour period, 
cyberattackers stole £2.26 million from current account holders using 
‘virtual cards’ to undertake thousands of unauthorised debit card 
transactions. Significantly, data breach reports to the FCA more than 
tripled during 2017. Despite this, the FCA has expressed suspicion 
that there remains a material under-reporting of successful cyberat-
tacks in the financial sector (https://www.fca.org.uk/news/speeches/
effective-global-regulation-capital-markets). 

3 Has your jurisdiction adopted any international standards 
related to cybersecurity?

Although the United Kingdom voted to leave the European Union on 
23 June 2016, the subsequent years have witnessed the government 
implementing several far-reaching pieces of European legislation that 
will fundamentally alter the regulatory landscape for UK cybersecurity 
and data protection: the GDPR, the Law Enforcement Directive and the 
NISR. By doing so, the government’s clear aim is to ensure that the UK’s 
cyber and data protection laws are as closely aligned as possible to those 
of the EU, thus removing potential obstacles to the UK obtaining a data 
protection ‘adequacy decision’ from the EU post the transition with-
drawal period and Brexit, enabling unimpeded data-flows between the 
UK and the EU. Indeed, the government’s draft EU withdrawal agree-
ment, announced on 14 November 2018, specifically states that, during 
the proposed 21-month transition period, the European Commission 
will begin its adequacy considerations and that, until such a decision is 
reached, the EU’s data protection laws will continue to apply in the UK. 
Thereafter, the UK is committed to maintaining ‘essential equivalence’ 
to the EU in respect of data protection. As a result, European Union has, 
and will continue to have, a key role in setting standards for the UK.

Regulation (EU) 2016/679 (the GDPR) is directly applicable in UK, 
and took effect in the UK on 25 May 2018: it governs the treatment of 
personal data throughout the EU (see question 1). Several of its key 
provisions should be noted in the cybersecurity context. The first is a 
uniform requirement for notification of security breaches (see ques-
tions 16 and 24). There is also a requirement to notify the affected data 
subjects if a breach is likely to result in a high risk to the rights and free-
doms of individuals, unless the organisation had applied appropriate 
security measures either before or after the breach to counteract this 
high risk effectively. Second, the GDPR affects both data controllers 
and processors. It includes the obligation to implement technical and 
organisational security measures, appropriate to the specific risks that 
are present. 

The GDPR sets out detailed rights of individuals in relation to data 
processing, which includes the right to access personal data, the right to 
rectification and the right to erasure of information where, for instance, 
it is no longer necessary for it to be held or consent has been withdrawn 
and there is no other legal ground for its retention. 

Directive (EU) 2016/680 (the Law Enforcement Directive) is trans-
posed into UK law in Part 3 of the DPA and relates to the processing of 
personal data for law enforcement purposes (the prevention, investiga-
tion, detection or prosecution of criminal offences or the execution of 
criminal penalties). It complements the GDPR and sets out the princi-
ples with which data controllers must comply when processing personal 
data. 

Directive (EU) 2016/1148 (‘security of network and information 
systems’) is implemented in the UK by means of NISR. It specifies a 
high common level of security of network and information systems 
across the EU. NISR applies to OES and RDSPs and its primary focus 
is cybersecurity.

In addition, Directive 2013/40/EU aimed to create a unified 
approach to the types of and punishments for cyber offences through 
the EU. The Directive was given effect in the UK by the SCA, which 
amended the CMA to include new and extend existing offences, 
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and increased the maximum penalty for some cyber offences to life 
imprisonment. 

Finally, Directive 2002/58/EC is implemented in the United 
Kingdom by the Privacy and Electronic Communications Regulations 
2003 (PECR), which impose obligations on providers of public elec-
tronic communications services to take appropriate technical and 
organisational measures to safeguard the security of their services.

At a non-governmental level, the International Organization for 
Standardization’s ISO 27001:2013 sets out information security stand-
ards, including requirements for the assessment and treatment of risks 
tailored to the needs of an organisation, as well as generic require-
ments applicable to all organisations. It includes standards of leader-
ship and commitment to information security management by senior 
management, requirements for planning action, implementation and 
evaluation, and sets out requirements for resources, competence and 
awareness as well as proper communication and documentation of aris-
ing issues. ISO 27000:2016 provides an overview of information secu-
rity management systems, and terms and definitions commonly used 
in the Information Security Management System family of standards. 

The ISO has not been formally adopted as a legal requirement to 
meet government standards, and is, in fact, insufficient to meet the 
‘UK Cyber Essential and Cyber Essentials PLUS’ certificates (see ques-
tion 13). The Cyber Essentials scheme does, however, recommend the 
ISO to executive management, as supporting standards in addition to 
its own. Further, although there has been no formal adoption of these 
standards, if an organisation does adopt and apply them to its data 
operations, this would give comfort that in the event of a civil suit, civil 
penalty or even in the event of a prosecution for a DPA offence, the 
organisation should be able to advance an arguable defence (see ques-
tion 9).

How the UK will continue to participate with international bod-
ies concerned with cybersecurity post-Brexit has been the subject of 
considerable debate. In a speech in November 2018, the CEO of the 
NCSC stated that the UK’s departure from the EU would not have an 
impact on levels of UK–EU cybersecurity and cooperation and that the 
UK government’s clear instruction was to continue to work with EU 
counterparts unconditionally. This reflects the sentiment expressed in 
the government’s 2017 policy paper, ‘Foreign policy, defence and devel-
opment – a future partnership paper’, which recognised cyberthreats 
know no international boundaries, and set as its aim a ‘deep security 
partnership’ with the EU (https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/attachment_data/file/643924/
Foreign_policy__defence_and_development_paper.pdf ). It is hoped 
that, post-Brexit, the UK will continue to participate as a ‘third coun-
try’ in EU cybersecurity bodies such as the European Union Agency 
for Network and Information Security (https://www.enisa.europa.eu/
about-enisa) and the NIS Co-operation Group. 

4 What are the obligations of responsible personnel and 
directors to keep informed about the adequacy of the 
organisation’s protection of networks and data, and how may 
they be held responsible for inadequate cybersecurity?

Responsible personnel and directors have the normal obligations to act 
in the interests of those corporate bodies that they represent (as embod-
ied in the DPA, as well as the Companies Act 2006 (CA) and elsewhere). 
For instance, section 174 of the CA 2006 requires a company director to 
attain the standards of ‘a reasonably diligent person with . . . the general 
knowledge, skill and experience that may reasonably be expected of 
a person carrying out the functions carried out by the director in rela-
tion to the company . . .’. Personal liability could follow in certain cir-
cumstances for breaches where it is found that directors failed to meet 
those standards. Section 198 DPA also provides for liability of directors 
and officers for certain offences committed with the consent of, or that 
are attributable to the negligence of, the director. Article 82 GDPR pro-
vides for liability of data controllers and processors for breaches of their 
GDPR obligations. These obligations require the processing of personal 
data in a manner ensuring appropriate security, including protection 
against unauthorised or unlawful processing (article 5(1)(f ) GDPR). 

Ultimately, data protection liability rests with the organisation 
in question, but the above will have a significant impact on company 
directors and officers, who are likely to be held increasingly account-
able for inadequate cybersecurity. 

5 How does your jurisdiction define cybersecurity and 
cybercrime? 

Cybersecurity and cybercrime are hard to define. Cybercrime, for 
example, could mean anything from an individual being targeted by 
an email scam to a state-sponsored attack against another state’s infra-
structure (or anything between these two extremes). There are no spe-
cific legal definitions for ‘cybersecurity’ and ‘cybercrime’; the thinking 
is certainly dominated by data protection concepts, but has now spread 
beyond that. For the latter, the clearest definition is provided in the gov-
ernment’s National Cyber Security Strategy, which states that it consists 
of two interrelated forms of criminal activity: cyber-dependent crimes 
that can only be committed through Information and Communications 
Technology (ICT) and cyber-enabled crimes that are traditional crimes 
‘scaled-up’ by the use of ICT.

According to the NCA, common cyberthreats for businesses 
remain hacking and DDoS attacks. For consumers, they are larger 
in number: phishing, webcam manager, file hijacking, keylogging, 
screenshot manager and ad clicker. 

The NCSC defines a cybersecurity incident as a breach of a sys-
tem’s security policy to affect its integrity or availability and the unau-
thorised access or attempted access to a system. Commonly occurring 
incidents falling within the first category include attempts to gain unau-
thorised access to a system or data, malicious disruption and denial of 
service. By contrast, significant cybersecurity incidents are those that 
impact on the UK’s national security or economic well-being. 

6 What are the minimum protective measures that 
organisations must implement to protect data and 
information technology systems from cyberthreats? 

Given the variety and complexity of the UK economy, a ‘one-size-fits-
all’ approach to cybersecurity would be impractical. The legislation 
therefore adopts a risk-based approach rather than prescribing specific 
measures. The GDPR, for example, requires entities falling within its 
scope to process personal data in a manner that ‘ensures appropriate 
security’. Similarly, NISR requires OES to take ‘appropriate and propor-
tionate technical and organisational measures’ to manage risks posed 
to the security of the systems on which they rely. 

It is a matter for regulated entities to determine how best to achieve 
such standards, taking into account technological advances and mat-
ters such as implementation cost, risk and the potential impact of a 
security breach. 

See question 2 in relation to PCI-DSS applied to cardholder data 
security.

7 Does your jurisdiction have any laws or regulations that 
specifically address cyberthreats to intellectual property? 

Although there are no specific laws or regulations addressing 
cyberthreats to intellectual property, these are addressed by both 
criminalising the way in which it would be unlawfully obtained and by 
criminalising its improper use.

The purpose behind the offences listed in question 1 may perhaps 
not have been to protect intellectual property, per se. Nonetheless, 
obtaining intellectual property by means of cyberattack would be cov-
ered by many of the offences under the CMA and the FA, notably fraud 
by false representation, given that the offence covers any act whereby 
an individual dishonestly makes false representations to make a gain or 
cause a loss. This can include purporting to be the person to whom the 
data relates or belongs.

The use of the data that has been misappropriated will often also 
be criminal. Section 107 of the Copyright Designs and Patents Act 1988 
establishes a range of offences committed by those who for commer-
cial purposes infringe copyright by making or dealing with infringing 
articles when they know or have reason to believe they are infringing. 
This is likely to catch individuals threatening intellectual property 
using cyber methodologies. Punishments for offences under this sec-
tion vary in their maximum sentences, with the most severe offences 
carrying a maximum sentence of 10 years’ imprisonment and a fine.
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8 Does your jurisdiction have any laws or regulations that 
specifically address cyberthreats to critical infrastructure or 
specific sectors? 

Critical national infrastructure and sectors providing essential services 
are likely to fall within the definition of an OES under NISR (see ques-
tion 1). As such, they must take appropriate and proportionate techni-
cal and organisational measures to manage risks posed to the security 
of the network and information systems on which their essential ser-
vices rely, and take appropriate and proportionate measures to prevent 
and minimise the impact of security incidents affecting those systems. 
Penalty notices may be imposed on the relevant competent authority 
where a particular OES fails to achieve to these standards.

Where attacks do take place, perpetrators may be prosecuted under 
the CMA for knowingly using a computer for an unauthorised purpose 
that causes or creates a significant risk of damage to human welfare, 
the environment, the economy or national security of any country (sec-
tion 3ZA CMA). The infrastructure and sectors that this law seeks to 
protect from ‘disruption’ include food, energy, fuel and water, in addi-
tion to communication and transport networks and health services. 
Offences under this section where there is a significant risk of serious 
damage to human welfare or national security carry maximum sen-
tences of life imprisonment (with 14 years’ imprisonment for any other 
offence under this section).

Despite the precautionary measures required by NISR, the NCSC 
has warned that bad state actors are showing an increased appetite 
for attacks on critical sectors, often targeting vulnerabilities exposed 
through legacy industrial control systems that, though increasingly 
networked, were not designed with cybersecurity in mind. 

9 Does your jurisdiction have any cybersecurity laws or 
regulations that specifically restrict sharing of cyberthreat 
information?

There is nothing restricting private entities from sharing cyberthreat 
information, subject to compliance with the GDPR and standard confi-
dentiality considerations. In fact, the government actively encourages 
effective sharing to tackle cyberthreats and improve cybersecurity. The 
Cybersecurity Information Sharing Partnership (CiSP) was established 
as a joint industry–government initiative to share information about 
cyberthreats and vulnerabilities. It includes members across all sectors 
and organisations, and facilitates the exchange of cyberthreat infor-
mation in real time within a framework that protects confidentiality 
of shared information. More localised information-sharing schemes 
include the Cyber Griffin initiative, set up by the City of London 
Police (CoLP) to help people working in the City by offering briefings 
on current cybercrime threats and teaching effective defence skills. 
Recognising that cyberthreats are international, efforts are also under 
way to coordinate cross-border information sharing: for example, CoLP 
also promotes the Global Cyber Alliance, including the Quad9 initia-
tive, which uses threat intelligence from leading cybersecurity compa-
nies to keep participants safe from sites containing known malware.

Sections 19–21 of the Counter-Terrorism Act 2008 allow state 
authorities to share intercepted material or other national security-
sensitive information with other intelligence services and also private 
entities if in pursuit of national security or the prevention of serious 
crime. Section 19 absolves any individual or entity of liability for breach 
of confidentiality where it is sharing information for national security 
purposes or for the prevention of serious crime. Similar provisions exist 
under section 7 of the Crime and Courts Act 2013 for disclosure to the 
NCA.

There are limitations on sharing information obtained by inter-
ception. Where a government agency has, under warrant, intercepted 
communications in the interests of national security or for the preven-
tion of serious crime it is a criminal offence under the IPA for a person 
in that service provider or for a public official to divulge the existence 
and content of the warrant or authorisation. Other information from 
government bodies can be shared provided it is compatible with their 
own statutory foundations (if any) and the requirements of the Human 
Rights Act 1998 (HRA). 

Article 8 of the European Convention on Human Rights (the right 
to privacy and freedom of correspondence) given effect through the 
HRA, pervades this entire area, insofar as privacy might be infringed 
by domestic public authorities, and limitations to that right must be 
in accordance with law, proportionate and necessary only for the 

purposes prescribed in article 8(2), that is in the interests of national 
security or to prevent or detect crime.

Under the GDPR, every data controller must identify a lawful basis 
for ‘processing’ personal data. Processing is a broad term encompass-
ing almost anything involving the data, including its disclosure.  

Lawful processing necessitates that one or more of the conditions 
in GDPR article 6(1)(a)(f ) applies (see question 1). 

Subject to statutory defences, it is a criminal offence under the DPA 
for any person knowingly or recklessly, and without the consent of the 
data controller, to obtain, disclose or procure the disclosure of personal 
data, or to retain it without the data controller’s consent after obtain-
ing it. Similarly, it is an offence to sell or offer personal data for sale 
where it was obtained illegally under the DPA. Prosecutions would nor-
mally be brought by the ICO but those convicted of such offences may 
only be fined. However, demonstrating an increasingly assertive pros-
ecutorial stance, in November 2018, the ICO successfully prosecuted 
an individual for unauthorised access to personal data under section 
1 CMA, which carries a potential custodial sentence. Afterwards, the 
ICO stated, ‘Members of the public and organisations can be assured 
that we will push the boundaries and use any tool at our disposal to pro-
tect their rights.’

In addition to the ability to prosecute, the ICO has a range of 
regulatory tools at its disposal, including enforcement and ‘stop now’ 
notices (such as that imposed on Canadian firm AggregateIQ Data 
Services Ltd in October 2018 for illegally processing the personal data 
of UK citizens) and the imposition of potentially severe monetary pen-
alties for GDPR breaches (see questions 23 and 24).

Where a private party is connected to civil proceedings (but is not 
directly involved), disclosure of information (eg, personal data) may be 
possible by an application to the court for a Norwich Pharmacal order. 
Unless there is a need for secrecy or urgency, an application should be 
made on notice to the respondent and the draft order should specify the 
information being sought, which may also impose a ‘gagging order’ to 
restrain the respondent from informing anyone about the application.

10 What are the principal cyberactivities that are criminalised by 
the law of your jurisdiction? 

The CMA prohibits unauthorised access to computer material or data 
(ie, hacking (section 1)). It is also an offence to carry out unauthorised 
acts designed to impair computer systems, which include the deploy-
ment of Trojan horses or worms (section 3). The latter offence can carry 
a prison sentence of up to 10 years and an unlimited fine on conviction 
in the Crown Court. It is also an offence to use or obtain for use articles 
to commit either of the first two offences mentioned. (See also ques-
tions 1 and 8.)

The unlawful interception of information is governed by the IPA. 
The framework is contained in Part 1 of the IPA and the offence of 
unlawful interception is contained in section 3. The maximum pun-
ishment for breaching this provision is contained in section 3(6)(c); 
namely two years’ imprisonment and a fine. 

The offence of unlawfully obtaining personal data is now found in 
section 170 DPA 2018 (see question 9). 

These offences can be committed by a corporation, where liabil-
ity can be attributed to such a legal person through the actions of its 
directors and officers and those who are senior enough to bind the 
corporation.

11 How has your jurisdiction addressed information security 
challenges associated with cloud computing?

According to the International Data Corporation, the worldwide mar-
ket for cloud computing services is expected to grow from US$67 
billion in 2015 to US$162 billion in 2020 as the need increases for busi-
nesses and individuals to manage and store large amounts of data. 

Cloud computing enables convenient on-demand network access 
to a shared pool of configurable resources that can be rapidly pro-
visioned and released with minimal management effort or service 
provider interaction. Moving data to a cloud hosting environment 
therefore represents a way businesses can efficiently store and access 
the vast amounts of data they control. However, with that comes data 
security and privacy concerns.

The responsibility for ensuring adequate protection ultimately 
lies with the data controller, namely, the original holder or owner of 
the data. The same responsibility is also placed on the data processor, 
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namely, the cloud service provider, where it has gained sufficient con-
trol over the manner in which the data is processed; it is essentially 
treated as a data controller. The responsibility exists whether the data 
is being held or is in transit. Mitigating risk involves undertaking checks 
on a cloud service provider (by someone with appropriate technical 
expertise) to ensure it provides sufficient guarantees and takes reason-
able steps to ensure GDPR compliance. 

NISR applies to cloud computing services and imposes further 
obligations on OES (see questions 1, 8 and 27). 

Further guidance has also been published by the ICO on the Use 
of Cloud Computing (see https://ico.org.uk/media/for-organisations/
documents/1540/cloud_computing_guidance_for_organisations.pdf ). 

Just like internal IT systems, cloud hosting environments are 
also susceptible to server meltdowns. A 2017 example occurred when 
Amazon Web Services, the United States’ largest cloud computing 
company, suffered a major outage affecting many major businesses 
such as Airbnb, Netflix and Spotify, with Apple services such as Apple 
Music also affected. It is, however, debatable whether local server pro-
vision is more secure than cloud storage.

As cloud-based storage expands and the technology improves, the 
general consensus is that cloud, is in fact, more secure. The reasons for 
this include: the dissemination of data across multiple locations – cloud 
providers typically store at least three copies of every piece of data in 
separate locations meaning that all three locations would have to fail 
simultaneously for the data to be lost; the ability to essentially remove 
the threat of an employee or anybody physically removing a hard drive; 
the ability to create specific access credentials thereby controlling who 
in the entity sees what; and the improved chances of recovering data 
held in multiple locations. 

12 How do your jurisdiction’s cybersecurity laws affect foreign 
organisations doing business in your jurisdiction? Are the 
regulatory obligations the same for foreign organisations?

As the EU has harmonised cybersecurity laws and regulations across 
member states, organisations throughout Europe are likely to have very 
similar standards and obligations to those in the UK. That said, varia-
tions are likely to remain with some countries regarding GDPR stand-
ards as the baseline in data protection and others seeing it as the ‘gold 
standard’. However, third country organisations processing or storing 
personal data of any EU subjects outside the EU are likely to be pre-
vented from doing business in the UK or with UK individuals if their 
own national security requirements and regulations are inadequate. In 
other words, they must offer protection ‘essentially equivalent’ to that 
existing within the EU (following the Max Schrems case in the European 
Court of Justice) (see questions 3 and 11).

Best practice

13 Do the authorities recommend additional cybersecurity 
protections beyond what is mandated by law? 

Although much guidance has been issued by governmental bod-
ies, ultimately, it has been left to organisations themselves how they 
achieve the legal standards expected of them in respect of cybersecu-
rity (see question 6). 

In 2016, the government updated its ‘10 Steps to Cyber Security’, 
which is now complemented by ‘Common Cyber Attacks: Reducing 
the Impact’ setting out security and process controls organisations may 
establish to protect against online risk. The Cyber Essentials Scheme 
also recommends all organisations implement five basic controls to 
protect against cyberattack, including the creation of effective firewalls 
and the use of the latest supported application versions and patches. 
Additional useful information is available from the NCSC’s ‘Cyber 
Security: Small Business Guide’; the cross-governmental Cyber Aware 
campaign; the ICO’s 2016 publication ‘A Practical Guide to IT Security’; 
and the ActionFraud website of the National Fraud and Cyber Crime 
Reporting Centre. The NCSC’s website also contains helpful pages on 
specific IT security issues, including protecting against ransomware, 
phishing attacks and email security.

At a non-governmental level, there is some mandatory sectoral-
specific guidance such as the Payment Card Industry Data Security 
Standard, ISO/IEC 27001, published in 2013, enforcing tight controls 
surrounding the storage, transmission and processing of cardholder 
data handled by business. In addition, BS 10012:2017 provides a 

GDPR-compliant personal information management system available 
to organisations seeking to achieve best standards. 

Recently, the FCA has prioritised cybersecurity through senior-
level speeches to raise industry awareness and publishing guidance 
on cybersecurity (https://www.fca.org.uk/firms/cyber-resilience and 
https://www.fca.org.uk/publication/documents/cyber-security-info-
graphic.pdf ). These have been supported by the CBEST framework 
designed to test the cyber-resilience of systemically important finan-
cial institutions through bespoke vulnerability testing. 

Where industry codes exist, adhering to them may demonstrate 
compliance with a data controller’s obligation to maintain appropriate 
cybersecurity. Additionally, the ICO’s Regulatory Action Policy (await-
ing parliamentary approval) suggests adherence to such codes will be 
considered when the regulator decides whether and by how much to 
penalise an organisation for a data breach.

14 How does the government incentivise organisations to 
improve their cybersecurity?

In December 2016, the government published its Cybersecurity 
Regulation and Incentives Review, which in part addressed incentives 
to boost cyber risk management across the wider economy. After wide-
spread stakeholder consultation, the review concluded that, without 
wishing to overburden business, increased regulatory requirements 
should be matched by a wider uplift in support and information. An 
option that garnered considerable support from stakeholders was the 
introduction of an ‘official’ cyber health check, which would demon-
strate the appropriateness and sufficiency of an organisation’s secu-
rity measures. Though many private organisations contributing to the 
review also enthusiastically sought financial incentives to improve 
cybersecurity, the government pointed out that basic rate tax relief was 
already available for business expenditure in this area and the potential 
cost to government of enhanced tax relief would be high.

Notwithstanding financial constraints, one of the 2017/2018 objec-
tives of the government’s Innovate UK scheme, which offers invest-
ment in micro, small and medium-sized business projects, was the 
encouragement of smart and resilient infrastructure fit for the digital 
revolution. Additionally, the government’s ‘G-Cloud’ framework on 
the digital marketplace enables public sector authorities to invite pri-
vate sector organisations to provide cloud-hosting, software and sup-
port without the need to resort to a formal tender process. The NCSC 
now offers reassurance by certificating expertise, products and services 
offered for sale to end users (https://www.ncsc.gov.uk/marketplace). 
Organisations bidding for central government contracts have needed 
to be ‘Cyber Essentials’ certified since 1 October 2014.

See also question 13.

15 Identify and outline the main industry standards and codes 
of practice promoting cybersecurity. Where can these be 
accessed? 

There is no equivalent of the IT Industry Council ‘Cybersecurity 
Principles for Industry and Government’ which appeared in the US. 
However, the Confederation of British Industry has sought to raise 
awareness of data security issues amongst its members, publishing 
the results of its survey ‘Building Trust in the Digital Economy’ (www.
cbi.org.uk/index.cfm/_api/render/file/?method=inline&fileID=FFA3
4BD4-686F-4AEB-953DB1588A4D3764) in September 2018, hosting 
an annual cybersecurity conference in partnership with leading gov-
ernmental bodies in the field, including the NCSC and ICO, and mak-
ing a podcast available containing best practice advice on becoming 
cyber secure (www.cbi.org.uk/news/podcast-cybersecurity/). In addi-
tion, industry regulators will often direct those seeking cybersecurity 
advice to government sources such as the ‘10 Steps to Cyber Security’.

See questions 13 and 14.

16 Are there generally recommended best practices and 
procedures for responding to breaches?

Under the GDPR, data controllers must normally report personal data 
breaches to the ICO without undue delay and within 72 hours of becom-
ing aware of them unless there is unlikely to a risk to the rights and 
freedoms of natural persons. Where the data breach results in a high 
risk to those rights and freedoms, the data controller must also inform 
the relevant data subject without undue delay. Under the PECR, which 
apply to organisations sending electronic marketing to the public, 
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organisations such as telecoms providers and internet service provid-
ers are obliged to notify the ICO within 24 hours of detecting a breach.

Notification may be made to the regulator by telephone during 
normal office hours or online (https://ico.org.uk/for-organisations/
report-a-breach/). The online forms indicate the information that the 
ICO expects to be provided by those making such reports. Incidents 
that are notifiable to the ICO under NISR (see question 27) may also be 
made to the ICO via these methods.

In addition to ICO reporting obligations, in May 2017, the FCA 
published guidance confirming that regulated firms must report ‘mate-
rial’ data breaches under their Principle 11 obligations. 

Despite the increased stringency of reporting obligations, there 
is no single source of best practice for responding to data breaches. 
Instead, multiple sources of public and private, national and overseas 
guidance exists. Reflecting the often overlapping nature of such guid-
ance, joint advice is increasingly offered such as the GDPR Security 
Outcomes guidance from the NCSC and ICO (https://www.ncsc.
gov.uk/guidance/gdpr-security-outcomes). This includes sections on 
avoiding, and planning for, breaches.

Carefully thought-out cybersecurity policies and rehearsal are cru-
cial, particularly given the time constraints for reporting to the ICO. 
However, according to the 2018 Cyber Security Breaches Survey com-
missioned by the Department of Culture, Media and Sport (DCMS), 
only 27 per cent of UK businesses currently have a formal policy. That 
figure is likely to rise as cybersecurity incidents become more com-
monplace and awareness of the potential penalties under the GDPR 
increases through regulatory action. Though a cybersecurity policy 
should include technical matters such as antivirus software use, patch 
and security update downloads as well as backup recovery plans, a 
company would also be well advised to implement regular staff train-
ing to try to prevent situations arising in the first place. Adequate train-
ing should be undertaken to ensure staff recognise, understand and 
avoid the risks, as well as know what to do and who to alert in the event 
of a breach so that, should an incident occur, a company can accurately 
assess the situation and take immediate steps to minimise the harm.

A company’s cybersecurity policy should incorporate an incident 
response management plan, identifying who should handle the inci-
dent and the steps that should be taken. Internally, a senior member 
of the company should ideally take control, enlisting the assistance of 
in-house counsel, the IT department and Human Resources, as well 
as external advisers (eg, forensic experts, lawyers and PR consultants) 
as necessary. Such external consultants should ideally be identified 
before an incident occurs.

In the event of an incident, best practice suggests that the first pri-
ority must be to ascertain and record precisely what has occurred, who 
was involved and what data has been lost. A proper assessment can 
then be made of the nature and seriousness of the data breach, whether 
it is ongoing, how it can be stopped, as well as the likely implications for 
both data subjects and the organisation. 

Having done this, a reasoned assessment can be made about 
whether the GDPR reporting threshold has been reached, and whether 
and how data subjects affected should be informed so they may take 
precautionary measures and mitigate any financial losses arising. 
Consideration should also be given to whether any contractual or pro-
fessional notification obligations arise. For example, authorised firms 
should consider notifying the FCA and solicitors’ firms should consider 
informing the Solicitors Regulation Authority (SRA). If necessary, sen-
sible remedial measures can also be implemented within the company 
such as reviewing remote working practices, modifying data access 
and changing passwords. If a company believes it has been the victim 
of crime, it may decide to inform the police, the NCA or the NCSC and 
will consider whether any ensuing harm could be prevented by seek-
ing injunctive relief. Simultaneously, once news of a data breach gets 
out, a company may face questions from its staff and possibly external 
sources, necessitating a coordinated media response.

17 Describe practices and procedures for voluntary sharing of 
information about cyberthreats in your jurisdiction. Are there 
any legal or policy incentives? 

Encouraging organisations to report attacks is seen as key to com-
batting such incidents. There are no government requirements or 
incentives as such, although the government has tried to promote the 
sharing of information about cyberthreats through CiSP (see question 

9). The UK authorities have also set up the ActionFraud website for 
reporting online fraud, scams and extortion. Cyber incidents may be 
reported directly to the NCSC where they impact on the UK’s national 
security, economic well-being, affecting a large proportion of the UK 
population or jeopardise the continued operation of an organisation. 
Statutory measures to encourage cyberthreat information include the 
‘information gateways’ in the Counter Terrorism Act 2008 and the 
Crown and Courts Act 2013, albeit where personal data is provided via 
these gateways, compliance with the DPA is still required (see ques-
tion 9). The encouragement of collaboration is evidenced by the ICO’s 
‘Protecting personal data in online services: learning from the mistakes 
of others’ report (https://ico.org.uk/media/for-organisations/docu-
ments/1042221/protecting-personal-data-in-online-services-learning-
from-the-mistakes-of-others.pdf ).

18 How do the government and private sector cooperate to 
develop cybersecurity standards and procedures?

In November 2016, the National Cyber Security Strategy up to 2021 
(www.gov.uk/government/publications/national-cyber-security-strat-
egy-2016-to-2021 acknowledged the transformation that digital con-
nectivity was bringing about for both public and private enterprise but 
emphasised the significant role played by businesses and organisations 
in the UK’s national response to cyberthreats.

Recognising the importance of partnership between government 
and private sector in the development of cybersecurity standards, the 
NCSC’s website has a dedicated partnership page listing efforts aimed 
at developing cross-sector cybersecurity capabilities within the UK. 
Included are details of educational bursaries and work placements to 
nurture the future cybersecurity workforce, educational events aimed 
at existing cybersecurity professionals, and the Industry 100 initiative 
to facilitate close collaboration with private sector talent in the field of 
cybersecurity by encouraging part-time secondment to the NCSC to 
promote the exchange of knowledge and expertise.

On the industry side, ‘techUK’, represents more than 950 commer-
cial entities involved in the cyber-sphere, including FTSE 100 com-
panies, small and medium-sized enterprises and start-ups. The body 
works with key stakeholders to inform debate about the future devel-
opment and application of technologies. As part of the Cyber Growth 
Partnership, a joint initiative between industry, academia and govern-
ment that aims to boost the UK’s global market position in cyberse-
curity products and services, techUK promotes the Cyber Exchange, 
enabling participants across industry, academia and government to 
interact on issues arising in cybersecurity. Recognising the under-
representation of women in the cybersecurity sector, techUK has also 
launched an initiative to promote and encourage the involvement of 
women in this heavily male-dominated field.

In conjunction with industry, the DCMS has developed the Cyber 
Security Suppliers scheme whereby businesses can advertise that they 
supply cybersecurity products and services to the UK government and 
use the government’s logo in their marketing material. The intention is 
to provide assurance to the private sector of the efficacy and operability 
of cyber-defence products. 

In 2017, DCMS launched its Digital Skills Partnership (DSP) 
through which UK government, businesses, charities and voluntary 
organisations joined forces to give people of all ages the opportunity 
to boost their online know-how by offering free training in areas such 
as basic online skills through to cybersecurity and coding. DSP has set 
itself four priorities: increasing digital skills provision, developing local 
or regional partnerships, assisting small businesses and charities to 
digitally upskill their employees, and supporting educationalists in the 
field of computing.

19 Is insurance for cybersecurity breaches available in your 
jurisdiction and is such insurance common?

In principle, insurance cover is available to mitigate cybersecurity 
risks. Although, the market is often considered underdeveloped. As a 
result of the potential risk exposure and the shortage of actuarial data 
resulting from underreporting, insurers have been cautious to provide 
policies. Nevertheless, as incidents and consequences of cybersecurity 
breaches increase, demand for such insurance is also increasing, par-
ticularly given the mandatory reporting requirements under the GDPR.

The UK government has been working with the insurance sector 
for some time to highlight the importance of cybersecurity insurance 
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in an attempt to bolster the UK’s reputation as a world centre for 
cybersecurity insurance. On 5 November 2014, they issued a joint 
statement (www.gov.uk/government/uploads/system/uploads/
attachment_data/file/371036/Cyber_Insurance_ Joint_Statement_ 5_
November_2014.pdf ), emphasising the ‘strong role’ of cyber insurance 
in mitigating cyber risks, specifically in relation to ‘malicious attacks’. 

A government report in 2015 noted the gap in awareness of the 
use of insurance, evidenced by the large number of firms unaware that 
insurance was even available; around 50 per cent of CEOs believed 
their companies have some form of coverage in place. As of April 2017, 
however, only 38 per cent of UK companies said they had specific insur-
ance cover for cyber risk, with many continuing to rely on general insur-
ance policies. Companies may find that, as breaches become more 
commonplace, insurers will restrict reliance on such general policies.

Enforcement

20 Which regulatory authorities are primarily responsible for 
enforcing cybersecurity rules? 

In terms of cyberattacks, the law enforcement body with prime 
responsibility for investigations is the NCA, which has a dedicated 
cybercrime unit (www.nationalcrimeagency.gov.uk/about-us/what-
we-do/national-cyber-crime-unit). As with other crimes, the criteria 
that would allow prosecution by the Crown Prosecution Service – a rea-
sonable prospect of success and it being in the public interest – apply to 
cybercrimes. The NCSC takes on the role of protecting critical services 
from cyberattacks, managing major incidents and improving underly-
ing security through technology and advice. The NCSC has a staff of 
740 and a budget of £285 million for 2016–2021. It also supplements 
its workforce with secondees from the private sector. Despite the wide-
spread admiration the NCSC has attracted in its first two years of oper-
ation, commentators have noted the risk that its resources will become 
overstretched as demand grows for its expertise and assistance. The 
ICO enforces the DPA and the GDPR in the civil jurisdiction, and 
the DPA in the criminal sphere (https://ico.org.uk/about-the-ico/
what-we-do/legislation-we-cover/).

Where national security is at risk, the UK’s security and intelli-
gence agencies will be involved.

21 Describe the authorities’ powers to monitor compliance, 
conduct investigations and prosecute infringements. 

The powers of the authorities to monitor and investigate for criminal 
offences under the CMA are the same as those in respect of criminal 
investigations generally. Material can be obtained by the NCA or the 
police through court orders (and searches without notice can be carried 
out with the appropriate permissions). Covert surveillance and inter-
ception are also possible, again with the necessary permissions hav-
ing been obtained under the IPA (and its predecessor the Regulation 
of Investigatory Powers Act 2000, in relation to physical evidence). 
Intercept evidence is generally not admissible in criminal proceedings 
in England.

The ICO’s role and powers are set out in Parts 5 and 6 of the DPA. 
The types of regulatory action in which the ICO engages are described 
in its Regulatory Action Policy. Those activities include conducting 
assessments of compliance with data protection legislation, issuing 
urgent information notices to data controllers and processors, issuing 
assessment notices requiring data controllers and processors to permit 
an assessment of compliance with data protection legislation, issuing 
reprimands and enforcement notices and administering fines by way of 
penalty notices. Significantly, the ICO also has the power to prosecute 
criminal breaches of the data protection legislation, and the indications 
are that it is showing a greater willingness to do so. The principal crimi-
nal offences in this regard relate to the unlawful obtaining of personal 
data (section 170 DPA), although it is showing increasing willingness 
to prosecute under alternative legislation where possible (see question 
9). The ICO’s powers of entry and inspection are set out in DPA, sched-
ule 15. It is a criminal offence to obstruct a person executing an ICO 
warrant. 

22 What are the most common enforcement issues and how have 
regulators and the private sector addressed them? 

There have been very few prosecutions for cyberattacks. A November 
2018 prosecution of those responsible for the 2015 attack on TalkTalk 

ended in prison sentences for two ‘hackers’. Such prosecutions are rare. 
In fact, figures from the Office for National Statistics show a decrease 
of prosecutions under the CMA. However, this is likely to change 
given the increasingly prevalent threat. In 2016, the NCA published a 
CyberCrime Assessment outlining the immediate threats to UK busi-
nesses, noting that the growth of cybercrime was outstripping the 
UK’s collective response and noted that under-reporting of incidents 
hampered the efforts of law enforcement to understand the operating 
methods of cybercriminals and take effective counter-measures. The 
NCA and NCSC worked together to produce a video report on ‘The 
cyber threat to UK business 2017–2018 report’ (https://www.ncsc.gov.
uk/threats. The report states that 5.7 million businesses in the UK are 
at risk from cybercrime. The report discusses the effects of the recent 
WannaCry, Uber and Moller Maersk cyberattacks, and suggests that, 
by the end of 2018, the internet of things will connect 11 billion gadgets 
with all the potential vulnerability that this entails. 

The NCSC, along with the Law Society, produced a 2018 report 
entitled, ‘The cyber threat to UK legal sector’, with the most common 
being: phishing; data breaches; ransomware and supply chain com-
promise, such as the exploitation of third party data stores or software 
providers. The report discusses several factors that make law firms an 
attractive target, namely the possession of sensitive client information 
and significant funds. According to the SRA, over £11 million of client 
money was stolen by means of cybercrime in 2016 – 2017 (https://www.
ncsc.gov.uk/threats).

In July 2018, the Ministry of Justice announced plans to build a new 
flagship cybercrime court in London. Expected to be completed by 
2025, the premises will house 18 court rooms and it is hoped will expe-
dite the legal process as regards data protection issues.

For the ICO’s enforcement powers, see question 21.
For companies that receive a monetary penalty, the scrutiny does 

not stop after an initial fine. TalkTalk, for example, which was fined a 
record £400,000 in 2015 for a 2014 data breach, was fined a further 
£100,000 in 2017 after it failed to look after its customers’ data and 
risked it falling into the hands of scammers and fraudsters (https://
ico.org.uk/action-weve-taken/enforcement/talktalk-telecom-group-
plc-august-2017/). More recently, in October 2018, Facebook was 
fined £500,000 under section 55A DPA 1998, for the unfair process-
ing of personal information between 2007 and 2014. However, under 
the new GDPR and DPA 2018, the maximum fine could have been 
much larger, namely, €20 million or up to 4 per cent of the company’s 
global turnover (https://ico.org.uk/action-weve-taken/enforcement/
facebook-ireland-ltd/).

23 What penalties may be imposed for failure to comply with 
regulations aimed at preventing cybersecurity breaches? 

Article 83 of GDPR, sets out two categories of offence, both with differ-
ent penalties. The first category carries a maximum penalty of up to 2 
per cent of a business’ global annual turnover or €10 million, whichever 
is the greater. Included in this first category is a failure to take adequate 
security measures to protect personal data. Also included in this cat-
egory are failure to comply with record-keeping obligations, failure to 
designate a data protection officer when required to do so and failure to 
cooperate with the ICO. The second category of offence carries a maxi-
mum penalty of up to 4 per cent of a business’ global annual turnover 
or €20 million, whichever is greater. Within this category are individual 
offences related to the processing principles, the right of data subjects 
and obstruction of the ICO. The lists of offences in both categories are 
not exhaustive and may be expanded in the future. 

The ICO’s Regulatory Action Policy suggests that the heaviest pen-
alties will be imposed on organisations that repeatedly and wilfully 
transgress their obligations and where formal regulatory action would 
serve as a deterrent to others. When deciding on the level of the pen-
alty imposed, the ICO will take into account aggravating factors (eg, 
whether an organisation has made any financial gain as a result of the 
failure to report – see question 24) and mitigating factors. Deliberate 
failure, the involvement of vulnerable victims or a poor regulatory his-
tory are likely to increase the size of the penalty imposed.  

Prior to the implementation of the GDPR, the ICO went to con-
siderable effort to reassure data controllers about the future use of its 
powers to impose enlarged fines under the Regulation. It remains to be 
seen whether the increasing media prominence of data issues will be 
reflected in the level of fines imposed for breaches of the obligations on 
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data controllers. Nevertheless, the huge increase in potential penalties 
provides strong impetus for businesses both to comply with the GDPR 
and be generally more proactive against cybersecurity threats. 

24 What penalties may be imposed for failure to comply with the 
rules on reporting threats and breaches?

Under the GDPR, failure to notify the ICO of reportable personal data 
breaches risks the imposition of an administrative fine of up to €10 mil-
lion or 2 per cent of group annual turnover (whichever is the higher). 

Under NISR, failure by an OES or RDSP to notify its competent 
authority of a NIS incident may lead to the imposition of severe finan-
cial penalties (up to £17 million) in the worst-case scenarios where the 
material contravention risked causing or has caused an immediate 
threat to life or significant impact on the UK economy. 

Under PECR, personal data breaches must be notified to the ICO 
without undue delay and within 24 hours. Failure to do so may result in 
a fixed penalty of £1,000, though more serious breaches can lead to the 
imposition of heavier monetary penalties.

Despite the ICO’s long-standing powers to impose financial 
penalties, a request under the Freedom of Information Act in mid-
2018 revealed that, although the regulator had levied fines totalling 
£17.8 million since 2010, only £9.7 million of that had been collected, 
calling into question the deterrent effect of the ICO’s powers.

Update and trends

Brexit
Cybersecurity, as with other elements of UK law and policy, is 
dominated by one question: ‘what will happen post-Brexit?’ The astute 
questioner asks a more highly developed question: ‘what will happen 
in the period of transitional arrangements and what will happen in 
the period after Brexit finally takes place (whenever that is)?’ As at 
the date of writing, none of this is completely certain, to say the least, 
as it depends upon the outcome of Parliament’s consideration of the 
UK–EU agreed Withdrawal Agreement and Political Declaration that 
accompanies it. Given the parliamentary arithmetic, it is not clear 
whether and the present ‘deal’ will survive and whether the UK is 
entering ‘hard Brexit’ territory. 

If a deal on the present terms is approved by Parliament – and the 
EU has made it clear that those are the only terms for withdrawal in 
an agreed manner – the following are clear as far as data protection 
is concerned, and cybersecurity too given that the law relating to 
cybersecurity is to a great extent (one could argue nearly exclusively) a 
function of or sister of EU data protection law: 
• EU law will continue to apply generally in the UK during the 

transition period (although the status of the ICO, and thereby its 
influence, is not yet settled); and 

• post-transition and into full Brexit, there is an assumption that an 
adequacy decision will have been negotiated to allow data flows as 
between the UK and the EU unhindered (with negotiation of that 
decision taking place during the transitional period). 

Of course, the adequacy decision, though simple in theory, is threatened 
by yet further Schrems litigation – challenging the contractual bases 
upon which adequacy decisions concerning data transfers rest – and the 
need to consider the vexed question of the protection against potential 
interference by the UK’s police, intelligence and security agencies 
especially in the light of the Big Brother and others judgment in the 
European Court of Human Rights.

Whichever way one looks at it, the cybersecurity requirements set 
in EU law will have to continue if an adequacy decision is to be obtained, 
given that data security is a central tenet of the data protection. So, not 
only is cybersecurity effectively going to be a legal requirement in a 
post-Brexit world, whatever that looks like, but of equivalent standard 
to that demanded in EU law, even if solely under UK law, having such 
standards makes both practical and good business sense. 

Guidance and more 
The outpouring of guidance has continued and accelerated, much of 
which is referred to in the answers above. That is a function of having 
the dedicated NCSC leading on policy and causing everybody in the 
public sector and across regulators to raise their game. There can really 
be no excuse for any institution, large or small, not at least to have 
contemplated its own cybersecurity requirements and vulnerabilities 
and to have taken action to ensure action and amelioration of risk. 
The existence and increasing availability of guidance and information 
underscores that the real trick to having adequate cybersecurity in 
place is to ensure that both technical and organisational elements of 
a business are combined. The law provides a helpful reminder of the 
basic minimum standards and potential cost in terms of administrative 
or even criminal action should adequate consideration not have been 
given to the cybersecurity issue.  

Yet more guidance is anticipated over the coming year, in particular 
from regulators but with the NCSC playing a key role in ensuring that 
the UK’s national policy is supported by the actions of individuals and 
businesses alike. 

Enhanced enforcement 
Although the enforcement actions of the ICO for those who have failed 
to provide adequate data security have not yet reflected the increased 
penalty regime following the implementation of the GDPR in May 
2018, there has been considerable activity by the ICO in bringing 
administrative proceedings in respect of data breaches in the period 
before the GDPR. This has resulted in large fines by any standards 
even under that previous Data Protection Act 1998 regime, with an 
apparently increased emphasis on tech companies as the subject of 
regulatory action, opposed to the traditional concentration on the 
missteps of public authorities as far as data loss is concerned. This has 
seen penalties levied against Facebook and more recently Uber where, 
in the latter case, combined financial penalties from the ICO and its 
Dutch equivalent were close to £1 million. That was in respect of a data 
breach in which the details of 57 million customers and drivers were 
accessed in 2016. Uber appears to have been blackmailed and paid the 
hackers US$100,000 to destroy the data before it told the data subjects 
concerned.   

Even the tightest security has potential failure points and the 
drive to protect data has controversially given rise to ‘bug bounties’ – 
organisations inviting hackers to test their defences in return for reward 
to identify and plug cyber weaknesses. Despite such measures, one can 
predict a continuing litany of data breaches and ever more substantial 
fines as post-May 2018 incidents fall under the regulator’s gaze. We still 
await the case in which it is suggested that security requirements were 
adequate and that it would be wrong to impose penalties, given that no 
system is invulnerable to attack. As with the Uber example, the highest 
penalties will be reserved for those where it is not simply a question of a 
flaw in the data security process but where the reaction is not immediate 
and strictly according to the GDPR requirements and those of the 
relevant regulator.

All of this does, however, illustrate the ongoing tension between 
reporting and then being punished for doing so. This is thrown into 
even sharper relief when considering what happens to those who have 
exploited security weaknesses. In the case of the 2015 TalkTalk data 
breach – which was another case of attempted blackmail – the overall 
cost to the corporate was assessed to have been £77 million (including 
a £400,000 penalty from the ICO). Those responsible, at least in part, 
for the data breach, were sentenced in November 2018. Two individuals 
each received a sentence of 12 months or less. Although these authors 
would not generally encourage ‘tougher sentences’, which seems to be 
the response to any social wrong, the disproportionality between the 
punishments visited on the attacker and the attacked (even where the 
attacked might be said to be at fault) is striking. 

AI 
This is one dog that has yet to bark in terms of its effect on cybersecurity 
policy and law. And there is simply not much law in the artificial 
intelligence space. As far as the UK government is concerned, plainly 
the starting point is (https://publications.parliament.uk/pa/ld201719/
ldselect/ldai/100/100.pdf ) the House of Lords Report from the Select 
Committee on AI of April 2018 and in particular the government’s 
response to the House of Lords Report of June 2018 (https://www.
parliament.uk/documents/lords-committees/Artificial-Intelligence/
AI-Government-Response2.pdf. There is clearly a crossover here and we 
expect the cybersecurity debate to move into the AI space. At present, 
the concept that AI is bound to have vulnerabilities is clear. What is 
not clear is whether the present perception that data protection law 
is a reasonable point of departure for consideration of a legal regime 
applicable to AI is the correct one.
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25 How can parties seek private redress for unauthorised 
cyberactivity or failure to adequately protect systems and 
data? 

Data subjects may lodge complaints to the ICO where breaches of the 
GDPR or DPA occurred in respect of their personal data (section 165 
DPA). Although the ICO cannot award compensation, a finding by the 
regulator that a breach has occurred could then be used in any subse-
quent civil proceedings brought by the aggrieved data subject. That 
said, a finding by the ICO that there has been a breach is not a prereq-
uisite of a civil claim and a data subject may bring proceedings against 
a data controller or processor where damage (including distress) can 
be proved.  

Threat detection and reporting

26 What policies or procedures must organisations have in 
place to protect data or information technology systems from 
cyberthreats?

While the NCSC and ICO offer advice on cybersecurity, there are no 
prescribed policies or procedures in law or regulation that organisa-
tions must implement to protect data or IT systems. Instead, organisa-
tions must achieve the technical and organisational security standards 
expected of them under the applicable legislation using the plethora of 
cybersecurity advice available from governmental and industry bodies. 
The ability to demonstrate the steps taken to achieve such standards 
is a key element of the GDPR and NISR and failure to provide them 
may lead to regulatory action or exacerbate any penalties imposed as a 
result of a cyber incident.

27 Describe any rules requiring organisations to keep records of 
cyberthreats or attacks.

Apart from the practical utility for organisations of maintaining records 
to identify systemic issues and improve standards, as part of the over-
arching GDPR accountability obligation (see question 1), data con-
trollers must maintain records of personal data breaches even where 
no reporting obligation arises under articles 33 and 34. No particular 
format is prescribed for such records, though they must contain the 
facts relating to each data breach, its effect and remedial action taken. 
The ICO requires that similar information is recorded by network and 
service providers regulated by PECR in the event of a personal data 
breach. In the event that a reportable data breach takes place, the ICO 
may demand to see a data controller’s records. 

Under NISR, OES and RDSPs must maintain records evidencing 
the appropriate and proportionate technical and organisational meas-
ures taken to manage risks to their systems. In the event of a security 
incident involving a personal data breach, as well as notifying their 
respective competent authorities, OES and RDSPs must also notify the 
ICO and be able to provide documentation demonstrating compliance 
with their security obligations as well as prescribed details about the 
incident itself.

28 Describe any rules requiring organisations to report 
cybersecurity breaches to regulatory authorities. 

There are currently no rules in England, except for public electronic 
communications service providers. Under Regulation 5A PECR, these 
communication service providers must notify the ICO of any personal 
data breaches. In 2015 (up to 19 November), 143 breaches were reported 
under this Regulation (see questions 3 and 24). Although there is no 
legal obligation on data controllers to report breaches of security that 
result in loss, release or corruption of personal data, the Information 
Commissioner believes serious breaches should be brought to her 
attention. Further, the UK government has taken action to make the 
reporting procedure simple and straightforward by establishing inte-
grated reporting tools.

There are numerous ways to report cybersecurity breaches, fine-
tuned to meet the needs of specific organisations. For government 
agencies and other public bodies, the two organisations are CESG 
(originally Communications-Electronics Security Group) the infor-
mation security arm of Government Communications Headquarters 
and GOVCERT, the CERT for government and public sector bod-
ies. For private companies and organisations, the two main reporting 
agencies are the National Cyber Crime Unit (a part of the NCA), and 
‘Action Fraud’, an online national fraud reporting centre. The Cyber 
Incident Response scheme also exists, which provides access to indus-
try expertise. 

Since the GDPR came into effect in May 2018, all cybersecurity 
breaches must be notified to the national supervisory authority and 
that notifiable breach reporting to the national supervisory body will 
be mandatory within 72 hours of an organisation becoming aware of it 
and, in serious cases, public notification will be required. 

29 What is the timeline for reporting to the authorities? 
See question 28.

30 Describe any rules requiring organisations to report threats 
or breaches to others in the industry, to customers or to the 
general public. 

See question 28.
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